VAN PHONG UBND TINH NGHE AN CONG HOA XA HQI CHU NGHIA VIET NAM

CONG THONG TIN PIEN TU Poc lap - Ty do - Hanh phiic
S6:108 /TM-CTTDT Nghé An, ngay 10 thdng 6 nam 2026
THU MOI BAO GIA

Thué dich vu CNTT: H¢ thong xac thuwe va Quan ly tai khoan tip trung diang
nhip mot lan (Single Sign-on) giai doan 2026 - 2028

Kinh giri: Cac Quy nha thau.

Thue hién Cong van sé 264/UBND-VX ngay 09/01/2026 ciia UBND tinh
Nghé An vé viéc thuc hién nhiém vy, gidi phép trong tdm nam 2026 cua Ban Chi
dao phat trién khoa hoc congngh¢, do1 mdi sang tao, chuyén doiso; Ké hoach so
31-KH/TU ngay 14/02/2026 cua Tinh ity Nghé An vé phat trién khoa hoc, cong
ngh¢, d6iméi sang tao chuyén d6i s6 trén dia ban tinh Nghé An nam 2026.

Theo d6, Cong Thong tin dién tir da dang ky thuc hién nhiém vu thué dich
vu CNTT: “Hé thdng xéac thyc va Quan Iy tai khoan tip trung dang nhap mot lan
(Single Sign-on) giai doan 2026 - 2028” cho cac co quan nha nudce trén dia ban
tinh Nghé An. Vay dé c6 co s& trinh UBND tinh phé duyét chu truong dam bao
ding theo quy dinh cua phap luat, Cong Thong tin di€n tir tran trong mo1 cac don
vi cung cép béo gia thuc hién nhiém vu trén, cu thé nhu sau:

I. Théng tin ciia don vi yéu ciubio gia

1. Pon vi yéu cau bao gia: Cong Thong tin dién tir tinh Nghé An.

2. Pia chi: S6 03 dudng Truong Thi, phudng Trudng Vinh, tinh Nghé An.

3. Thoi han tiép nhan béo gid: truée 17h00 ngay 17/6/2026.

4. Yéu cau vé bao gia: Bao gia chi dugc tinh hop 1¢ khi gm dung han va ghi
day du thong tin trong danh muc kém theo. Gia chao di bao gom cac loai thué,
phi theo luat dinh.

II. N§i dung yéu ciu bio gia

1. Ni dung béo gid: Thué dich vu CNTT: Hé thong x4c thuc va Quén ly tai
khoan tép trung déng nhip mdt lan (Single Sign-on) giai doan 2026 - 2030 véi
quy mo thuc hién bao gom:

- Hé thdng phin mém khoang hon 70.000 tai khoan su dung; Tichhgp tat ca
cac dich vu dung chung vao hé¢ thong.

- Thué Quan tri, van hanh; Bao tri dich vu;
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- Thué dich vu Ha ting; Pam bao an toan hé thong thong tin cap do 3 theo
quy dinh tai Nghi dinh 85/2016/ND-CP cta Thu tuéng Chinh phu ngay
01/07/2016 vé dam bao an toan hé théng thong tin theo cap do.

- Bao tao, huong dan sir dung hé thong, du kién s6 luong: 200 nguoi.
- Thoi gian cung cap: 03 nam.

2. Yéu cau dich vu: Thyc hién day dt cac hang muc chi tiét dich vu trong
béo gia va dam bao chat lwong theo yéu cau dé ra (cé danh muc chi tiét kém theo).

Béo gia guii truc tiép vé Cong Thong tin dién tir tinh Nghé An. Pia chi: S6 03,
Duong Truong thi, Phuong Truong Vinh, tinh Nghé An.

Rat mong su quan tdm cua Quy don vi!

Noinhdn:
- Nhu trén;
- Luu: VT, HS.
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PHU LUC
THONG SO KY THUAT, YEU CAU CHUC NANG CUA HE THONG
(Kem theo Thw moi sé: /TM-CTTPT ngay 10/6/2026 ciia Cong Théng tin dién tiv
Nghé¢ An)

1. Cac yéu cau k¥ thuit cho dich vu
1.1 Yéu cau chung
Heé thong phai dam bao nhimg yéu cau sau:

- Tuan thu Khung kién trac Chinh pht sé Viét Nam, Kién trac chinh quyén
sO tinh Nghé An.

- H{ tro day dii cac chuan mé phd bién cho xac thyc va lién thong nhu O Auth
2.0, OpenlID Connect, SAML 2.0, SCIM, dam bao kha nang tich hop rong rai.

- Co hi€u nang xir 1y cao va tinh 6 on dinh trong van hanh khai thac, hd tro kha
nang mo rong dap tng cac nhu cau vé tinh ning, hiéu ning trong twong lai.

- Dap ng ticu chuan ky thudt ban hanh cua B6 Khoa hoc va Cong ngh¢. -
bam bao viée két ndi lién thong chia sé dir liéu voi he thong ha ting k¥ thuat,
phan mém, CSDL lién quan khi can thiét.

- Dam bao vé tinh san sang voi IpV6 hozc giai phap nang cap hé thong dam
bao sin sang v&i Ipv6 néu c6 cac ndi dung lién quan hoat dong trén moi trudng
Internet.

1.2 Yéu cau d6i véi phan mém

- Dich vu phan mém chuan hoa xac thyc tap trung (SSO) va cac hang muc
lién quan phai bao dam hoat dong o 6n dinh, an toan va dap ung yéu cau k¥ thuat
trong sudt thoi gian cung cap dich vu. Hé thong phai duy tri ty Ié sén sang (uptime)
t61 thiéu 99 ,5%/thang, bao dam truy cap lién tuc cho can bo, cong chirc. Cac chic
nang xac thyc, cap quyén, dang nhap mot lan va quan ly tai khoan phai van hanh
chinh xéc, th0’1 gian phan héinhanh, dap Gmg tiéu chuan ky thuat theo Khung kién
trac Chinh quyén sd.

- Dich vu két ndi va tich hop hé thong thong tin phai bao ¢am kha ning lién
thong, tuong thich voi cac nén tang dinh danh dién tu quoc gia nhu VNelD, Co
s& dit idu quoc gia vé dan cu, nén tang NDXP va cac hé thong dung chung cua
tinh. Cac 16i k¥ thuat, su c6 van hanh phai dugc xur ly theo quy trinh hd tro ki
thuat 24/7, thoi gian khic phuc sy ¢b nghiém trong khong qua 4 gio.

- Hé thong phai tuan thi déy du cac yéu cu vé an toan thong tin cap do theo
quy dinh cta phap luat, bao gom ma hoa dit li€u, phén quyén truy cép, giam sat
nhat ky hé thong va phat hién truy cap bat thuong. Dich vu bao tri phai bao dam
cap nhat phién ban phin mém, va 16i bao mat va tdi vu hiéu ning dinh ky ma
khong gay gian doan dich vu.

- Toan bo dich vu phéi dap img yéu cau On dinh, an toan va san sang phuc
vu qua trinh chuyén d6i s cua tinh.
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- Hé théng hd tro trién khai trén ha tang Trung tdm dit liéu cua co quan nha
nudc hodc moéi truong dién todn dam may (Private Cloud/Hybrid Cloud) theo quy
dmh hién hanh.

1.3 Yéu cau vé tinh ning chirc ning k§ thuat

Hé thdng can dap tng tuan tha cac yéu cau vé quy chuan, tiéu chuan ky thuat
ap dung theo quy dinh hién hanh cua nha nudc nhu:

Thong tu gé 30/2017/TT-BTTTT ngay 15/12/2017 cia Bo Thong tin va
Truyén thdng ve viéc cong bo danh muc tieu chuan ky thuat ve ung dung cong
ngh¢ thong tin trong co quan Nha nugc; TCVN 11930:2017 vé Cong nghé thdng
tin; Cac k§ thuat an toan; Yeéu cau co ban vé an toan hé thdng thdng tin theo cap
do. Thong tu s0~ 12/2022/TT-BTTTT ngay 12/8/2022 cua Bo Thdng tin va Truyén
thong hudng dan Nghi dinh 85/2016/ND-CP vé bao dam an toan hé thong thong
tin theo cap do.

_ Giao dién nguoi dung than thién, dé strdung, phu hop véi can bo, cong chic,
ho tro truy cap trén cac thict bi khac nhau (mdy tinh d€ ban, may tinh xach tay,
thict bi di dong).

Ap dung céc chuan qudc té nhu ISO/IEC 27001 (Hé thong quan ly an toan
thong tin), ISO/IEC 27017 (bao mat dich vu dién toan dam may).

Hé théng c6 cac chire ning sau:

STT Tén Chirc nang Mo ta chirc ning

Quaén ly wrng dung tin
cdy

Nhom chirc ning Quan
ly &rng dung tin cay

Quan ly ung dung SSO
theo chuan SAMIL2

Quén trj h¢ thong (QTHT) tim kiém tng dyng SSO. H¢ thong
thuc hién yéu cau cua nguoi dung

QTHT Khoi tao tén, lya chon giao thirc, thong tin giao thirc
SSO theo chuan SAML2. H¢ thong thuc hién yéu cau ctua
nguoi ding

QTHT Khoi tao méi dit li€éu tong quan (thong tin mo ta, url
logo, url truy cép, lva chon hién thi trén dashboard ung dung),
thong tin thudc tinh nguoi ding tmg dung SSO theo chuin
SAML2 (cac thong tin cua nguoi dung ma ung dung tin cay
duoc phép khai thac). Hé thong thuc hién yéu cau ctia nguoi
dung

QTHT Khoi tao méi thong tin phuong thirc dang nhap tng
dung SSO theo chuin SAML2 (lya chon cac phwong thirc dang
nhap khac nhau va luéng dang nhap). Hé théng thuc hién yéu
cau ctia ngudi ding
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QTHT Khoi tao méi théng tin cung cép ung dung SSO theo
chuan SAML2 (theo chuan SCIM). H¢ thong thuc hién yéu cau
ctua nguoi dung

QTHT Khoi tao méi thong tin nang cao ing dung SSO theo
chudn SAML2 (céc Iya chon vé nguoi dung ddng ¥ chia sé
théng tin, danh sach IDP xac thuc). Hé thong thue hién yéu cau
ctua nguoi dung

QTHT Capnhat thong tin tng dung SSO theo chuin SAML2.
Heé théng thuc hién yéu ciu cuia ngudi ding

QTHT Xoa thong tin trng dung SSO theo chuan SAML2. Hé
thong thuc hién yéu cau cta ngudi dung

Quan ly ing dung SSO
theo chuan OIDC

QTHT Khgi tao tén, thong tin giao thirc OIDC. Hg thong thyc
hién yéu cau cua ngudi dung

QTHT Khoéi tao méi dir liéu tong quan (thong tin mo ta, url
logo, url truy cap, lva chon hién thi trén dashboard ung dung),
thong tin thudc tinh nguoi ding tmg dung SSO theo chuin
OIDC (cac thong tin cua nguodi dung ma ing dung tin cdy dugc
phép khai thac). Hé théng thuc hién yéu ciu cta ngudi ding

QTHT Khoi tao méi thong tin phuong thirc dang nhip tng
dung SSO theo chuin OIDC (hra chon cac phwong thirc ding
nhip khac nhau va ludng ding nhap). Hé thong thuc hién yéu
cau ctia ngudi ding

QTHT ,Khéi tao moi cac API, cac vai tro twong ung VO’l API
cung cap cho rng dung SSO theo chuan OIDC. H¢ thong thuc
hién yéu cau cua nguodi dung

QTHT Khoi tao méi thong tin cung céap ing dung SSO theo
chuan OIDC (theo chuan SCIM). Hé thong thuc hién yéu cau
cta nguoi dung

QTHT Khoi tao méi thong tin nang cao ung dung SSO theo
chuan OIDC (cac hra chon vé nguoi dung ddng y chia s¢ thong
tin, danh sach IDP xac thuc). Hé thong thuc hién yéu cau ctia
nguoi dung

QTHT Céap nhat thong tin tng dung SSO theo chuin OIDC . Hé
théng thuc hién yéu cau cia nguoi ding

QTHT Xoa thong tin ing dung SSO theo chuan OIDC. Hé
thong thuc hién yéu cu ctia nguoi ding

Quan Iy img dung SSO
theo chuan OAuth2

QTHT Khoi tao tén, thong tin giao thirc OAuth2. HE théng thure
hién y€u cau cua nguoi dung
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QTHT Khoi tao méi dir liéu tong quan (thong tin mo ta, url
logo, url truy cap, lua chon hién thi trén dashboard ung dung),
thong tin thudc tinh nguoi ding Gng dung SSO theo chuan
OAuth2 (cac thong tin cta ngum dung ma ung dung tin cay
dugc phép khai thac). Hé thong thuc hién yéu ciu ciia ngudi
dung

QTHT Khoi tao méi thong tin phuong thirc dang nhap Gng
dung SSO theo chudn OAuth2 (lwa chon cac phwong thirc ding
nhap khac nhau va luéng dang nhap). Hé théng thuc hién yéu
cau ctia nguoi ding

QTHT Khoi tao méi cac AP, cac vai trd twong ting voi API
cung cap cho img dung SSO theo chuan OAuth2. H¢ thong
thuc hién yéu cau cua ngudi dung

QTHT Khdi tao méi thong tin cung cap irng dung SSO theo
chuan OAuth2 (theo chuan SCIM). H¢ thong thuc hién yéu cau
cta nguoi dung

QTHT) Khéi tao méi thong tin ning cao ing dung SSO theo
chudn OAuth2 (cac hra chon vé& ngudi ding ddng ¥ chia sé
théng tin, danh sach IDP xac thuc). Hé thong thuc hién yéu cau
cta nguoi dung

QTHT Capnhat thong tin g dung SSO theo chuin OAuth2 .
Heé théng thuc hién yéu ciu cuia nguoi ding

QTHT Xoa thong tin ung dung SSO theo chuin OAuth2. Hé
théng thuc hién yéu ciu cta nguoi ding

Quan Iy Gmg dung SSO
theo chuan WS-
Federation

QTHT Khoi tao tén, thong tin giao thirc WS-Federation. H¢
thong thuc hién yéu cau cta ngudi dung

QTHT Khoi tao méi thong tin phuong thirc dang nhip ng
dung SSO theo chuin WS-Federation (lra chon cac phuong
thirc ddng nhap khic nhau va luéng dang nhap). Hé théng thuc
hién yéu cau cta ngudi ding

QTHT Khéi tao mbi thong tin cung cAp ung dung SSO theo
chuan WS-Federation (theo chuan SCIM). Hé thong thuc hién
yéu cau ctua nguodi dung

QTHT Khoi tao méi thong tin ning cao irng dung SSO theo
chuin WS-Federation (cac hra chon vé nguoi ding dong ¥ chia
sé thong tin, danh sach IDP xac thuc). Hé théng thuc hién yéu
cau ctia ngudi ding

QTHT Cép nhat thong tin (mg dyng SSO theo chuan WS-
Federation . H¢ thong thuc hién yéu cau ctia nguoi dung

Quan Iy lién két

Quén Iy nha cung cép
danh tinh xac thuc bang
dich vu qua API

QTHT Khoi tao nha cung cap danh tinh xac thyuc bang dich vu
qua API. H¢ thong thyc hién yéu cau cua nguoi dung
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QTHT Khai tao thong tin chi tiét nha cung cap danh tinh xac
thuc bang dich vu qua API. H¢ thong thuc hién yéu cau cta
nguol dung

QTHT Cép nhat m6i nha cung cip danh tinh x4c thuc bang dich
vu qua API. H¢ thong thuc hién yéu cau ctia nguoi dung

Quan Iy théng tin nha
cung cap danh tinh

QTHT Liét ké danh séch nha cung cap danh tinh: cAu hinh nha
cung cap danh tinh. H¢ thong thuc hién yéu cau cta nguoi dung

QTHT Céap nhat thong tin chung, thong tin nang cao nha cung
cap danh tinh. H¢ thong thuc hién yéu cau cua nguoi dung

QTHT céu hinh nha cung cAp danh tinh. Hé thong thuc hién
yéu cau cua nguodi dung

QTHT Capnhat thong tin thudc tinh nha cung cap danh tinh.
H¢ thong thuc hién yéu cau ctia ngudi dung

QTHT Cap nhat théng tin cac tng dung duoc két ndi nha cung
cap danh tinh. HE thong thuc hién yéu cau cia nguodi dung

QTHT Capnhat thong tin trinh két ndi di (Outbound
provisioning) nha cung cap danh tinh. H¢ thong thuc hién yéu
cau cua nguoi dung

QTHT Cap nhét thong tin JIT (Just-in-time Provisioning) nha
cung cap danh tinh. HE thong thuc hién yéu cau cua nguodi dung

QTHT xda nha cung cép danh tinh. Hé théng thuc hién yéu cAu
ctia nguoi dung

Céu hinh giao dién
dang nhap

Cau hinh gao dién dang
nhap bang mat khau cua
hé théng theo t6
chirc/iing dung web tin
cay

QTHT Cap nhat thong tin chung cua man hinh déng nhap. H¢
théng thuc hién yéu ciu cta nguoi ding

QTHT Thiét ké layout giao dién ding nhap hé thong. Hé théng
thuc hién yéu cau cua nguoi dung

QTHT Cép nhat théng tin nang cao cta man hinh dang nhép.
H¢ thong thuc hién yéu cau ctia ngudi dung

QTHT Cap nhat thong tin cac nhan hién thi trén giao dién dang
nhap. Hé thdng thuc hién yéu cau ctia ngudi ding

QTHT hiy xuét ban giao dién ding nhap. Hé théng thuc hién
yéu cau cua nguoi dung




Cau hinh giao di¢n dang
nhip bang SMS OTP
ctia hé thong theo to
chirc/img dung web tin
cay

QTHT Céap nhat stra thong tin chung ctia man hinh SMS OTP.
Heé thong thuc hién yéu cau clia nguoi ding

QTHT Thiét ké layout giao dién SMS OTP h¢ thong. Hé thong
thuc hién yéu cau cua ngudi dung

QTHT Cap nhat théng tin ning cao cua giao dién SMS OTP.
H¢ thong thuc hién y€u cau cia nguoi dung

QTHT Céap nhat thong tin cic nhan hién thi trén giao dién SMS
OTP. H¢ thong thuc hién yéu cau ctia nguoi dung

QTHT huy xuit ban giao dién sms otp. Hé théng thwe hién yéu
cau cta nguoi dung

Cau hinh giao di¢n déng
nhap bang Email OTP
ctia hé thong theo to
chirc/ing dung web tin
cay

QTHT Céap nhat sua thong tin chung ctia man hinh Email OTP.
H¢ thong thuc hién y€u cau cia nguoi dung

QTHT Thiét ké layout giao dién Email OTP h¢ thong. H¢ thdng
thuc hién yéu cau cua nguodi dung

QTHT Capnhat théng tin ning cao cua giao dién Email OTP.
H¢ thong thuc hién yéu cau ctia ngudi dung

QTHT Cap nhat théng tin cac nhin hién thi trén giao dién
Email OTP. H¢ thong thuc hién yéu cau ctia nguoi dung

QTHT hity xut ban giao dién email otp. H¢ théng thue hién
yéu cau cua nguoi dung

10

Céu hinh giao dién dang
nhap bing TOTP cta hé
thdng theo t6 chirc/img
dung web tin cay

QTHT Céap nhat thong tin chung cta man hinh TOTP. Hé théng
thuc hién yéu cau ctia ngudi dung

QTHT Thiét ké layout giao dién TOTP hé thong. Hé théng thuc
hién yéu cau cua ngudi dung

QTHT cép nhat thong tin nang cao cua giao dién TOTP. H¢
thong thuc hién yéu cau cta nguodi dung

QTHT Céap nhat thong tin cac text label hién thi trén giao dién
TOTP. H¢ thong thuc hi¢n y€u cau cta nguoi dung

QTHT hiy xuét ban giao dién Totp. Hé théng thuc hién yéu cau
ctia nguoi dung
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Cau hinh giao dién dang
ky ctia h¢ théng theo 0

chirc/img dung web tin

cdy

QTHT Cép nhat stra thong tin chung cua man hinh dang ky. HE
thong thuc hién yéu cau cta nguodi dung

QTHT Thiét ké layout giao dién ding ky hé thong. Hé thong
thuc hién yéu cau ctia ngudi dung

QTHT Céap nhat thong tin nang cao cua giao di¢n dang ky. Hé
thong thuc hién yéu cau cta ngudi dung

QTHT Capnhat théng tin cac nhan hién thi trén giao dién dang
ky. H¢ thong thuc hién yéu cau cta ngudi diung

QTHT hiy xudt ban giao dién dang ky. Hé théng thue hién yéu
cau cta nguoi dung

12

Cau hinh giao dién khoi
phuc mat khiu ctia hé
théng theo t6 chirc/ing
dung web tin cay

QTHT Capnhat stra thong tin chung ctia man hinh kho6i phuc
mat khau. H¢ thong thuc hién yéu cau ctia nguoi dung

QTHT Thiét ké layout giao dién khoi phuc mat khau. Hé thong
thuc hién yéu cau ctia nguoi dung

QTHT Céap nhat thong tin ning cao cua giao dién khoi phuc
mat khau. H¢ thong thuc hién yéu cau cua nguodi dung

QTHT Cap qhat théng tin cic nhan hién th1 trén giao dién khoi
phuc mat khau. H¢ thong thuc hién yéu cau cia nguodi dung

QTHT hiy xuat ban giao dién khoi phuc mat khau. Hé thong
thuc hién yéu cau ctia ngudi dung

13

Cau hinh giao dién dat
lai mat khau cua hé
thng theo t6 chirc/ing
dung web tin cay

QTHT Cap nhat stra thong tin chung cta man hinh khoi phuc
mat khau. H¢ thong thuc hién yéu cau ctia nguoi dung

QTHT Thiét ké layout giao dién dit lai mat khau. Hé thong
thuc hién yéu cau cua nguoi dung

QTHT Cap nhat thong tin nang cao cua giao dién dat laic mat
khau. Hé théng thuc hién yéu ciu ciia ngudi ding

QTHT Cap nhat thqng tin cac nhan hler} thi trén giao dién dat
lai mat khau. H¢ thong thuc hién yéu cau ctia nguoi dung

QTHT hiy xuét ban giao dién dat lai mat khau. Hé thng thuc
hién y€u cau cua nguoi dung

13

Quan Iy mau SMS
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QTHT Hién thj giao dién nhin truéc miu SMS. Hé thong thuc
hién y€u cau cua nguoi dung

QTHT Hién thi giao dién cip nhat ndi dung SMS. Hé thong
thuc hién yéu cau cua nguodi dung

QTHT Tim kiém mau SMS theo danh sach. Hg thong thyc hién
yéu cau ctia nguoi dung

QTHT Cap nhat miu SMS. Hé théng thyc hién yéu cau cta
nguoil dung

14 | Quan ly mau Email
QTHT Hién thi giao dién nhin truéc méu Email. Hé théng thuc
hién yéu cau cua ngudi dung
QTHT Cap nhat ndi dung Email. Hé thong thuc hién yéu cau
ctia nguoi dung
QTHT Tim kiém miu Email theo danh sach. Hé thng thuc
hién yéu cau cua nguoi dung
QTHT Cap nhat miu Email. H¢ thong thyc hién yéu cau cla
nguoi dung
Bdo mat ding nhap
(Login Attempts
Security)
15 Céu hinh khoéa tai khoan
(Account Lock)
QTHT Cauhinh bat hoac tat Khoa tai khoan nguoi dung ¢ s6
lan thir that bai tdi da. Hé thong thuc hién yéu cau cta nguoi
dung
QTHT Céuhinh 86 lan dang nhap thit bai t6i da. H¢ thong thyc
hién yéu cau cua ngudi dung
QTHT Chuhinh Thoi han khoa tai khodn ban dau. Hé thong
thuc hién yéu cau ctia ngudi dung
QTHT Cauhinh Hg s6 tang thoi gian khoa tai khoan. Hé théng
thuc hién yéu cau ctia nguoi dung
QTHT Cauhinh Thong béo cho nguoi ding Khi thoi gian khoa
ting 1én. Hé thong thyc hién yéu cau cta nguoi ding
Céu hinh xac minh bao
16 | mat khi dang nhap SSO
(reCaptcha for SSO)
QTHT Cau hinh bat hodc tt reCaptcha. H¢ théng thuc hién yéu
cau ctia nguoi dung
Cép hinh dang nhap
17 | nhiéu thudc tinh (Multi

Attribute Login)

QTHT CAuhinh Cho phép dang nhap nhiéu thudc tinh. Hé
théng thuc hién yéu cau cia nguoi ding
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QTHT Céuhinh Danh sach yéu cau thudc tinh dugc phép. Hé
thong thuc hién yéu cau cta nguoi dung

QTHT Cap nhat cdu hinh ding nhap nhiéu thudc tinh. Hé thong
thuc hién yéu cau cua nguodi dung

Cau hinh khoi phuc mat

18 | khau (Password
Recovery)
QTHT Céuhinh Cho phép dit lai mét khau qua e-mail khoi
phuc. H¢ thong thuc hién yéu cau cua nguoi dung
QTHT Cauhinh Kich hoat tinh ning dat lai mat khau qua OTP.
H¢ thong thuc hién y€u cau cia nguoi dung
QTHT Cauhinh BAt dit lai mat khiu ngoai tuyén. H¢ thong
thuc hién yéu cau cua nguoi dung
QTHT Céu hinh miu OTP. Hé théng thuc hién yéu cAu clia
nguoi dung
QTHT Cauhinh gi6i han s6 lan nhap sai/gi lai md OTP. Hé
thong thuc hién yéu cau cta ngudi dung
19 CAu hinh riéng cho SSO
SAML2
QTHT Céu hinh ky s6 metadata. Hé théng thuc hién yéu cAu
ctia nguoi dung
QTHT Cauhinh thoi gian kiém tra metadata. Hé théng thuc
hién yéu cau cua ngudi dung
20 Cau hinh riéng cho SSO
WS-Federation
QTHT Céghinh ky sO céc yeu cau xéac thuc. Hé théng thure
hién yéu cau cua nguodi dung
21 Quan ly tai khoan nguoi

dung

Quan trj h¢ théng thyc hién Xem danh sach nguoi ding, hé
thong hién thi danh sach ngudi dung.

Quan tri h¢ thong thyc hién Thém nguoi ding (M3 nguoi ding,
Tén nguoi dung,...), hé thong thuc hién Luu thdng tin nguoi
ding da thém

Quan tri hé thong thyc hién Xem thong tin phién dang nhap
cta timg ngudi ding, hé théng thuc hién xem chi tiét phién
dang nhap cua nguoi dung da chon

Quan trj hé thong thue hién Cap nhép théng tin chi tiét cho tirng
nguoi dung, hé thong thuc hién cdp nhdp thong tin da nguoi
dung da sua

Quan tri hé théng thuc hién phan vai tro nguoi dung, hé théng
thuc hién cép nhat thong tin da ngudi dung da stra

Quan tri hé théng phan nhom ngudi ding. Heé thong thuc hién
cap nhat thong tn nguoi dung da stra
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22

Quan Iy nhom nguoi
dung

Quan trj h¢ théng thyc hién Xem danh sich nhém ngudi ding,
h¢ thong hién thi danh sich nhém ngudi ding

Quan trj h¢ thong thyc hién Tim kiém nhom nguoi dung, hé
thong hién thi danh sdch nhdém ngudi dung theo tir khoéa tim
kiém

Quan tri h¢ théngq thyc hién Xem thong tin chi tiét nhom ngudi
dung, hé thong hién thi chi ti¢t nhdm nguodi dung

Quan tri hé théng thue hién Phan q}lyén cho tai khoan nguoi
dung thudc nhom chire ning, hé thong thuc hién Luu thong tin
phan quyén nhom chirc ning cho nhdém nguodi ding

Quén’tri hé théng thuc hién Phan vai trd cho nhom ngudi dung,
h¢ thong thyc hién phan vai trd cho nhom nguoi dung.

23

Quan Iy vai tro

Quan tri hé théng thuc hién Xem danh sach vai trd ngudi ding,
hé thong hién thi danh sach vai tro ngudi diung

Quan tri h¢ thong thyc hién Tim ki€ém vai tro ngudi dung, hé
thong hién thi danh sach vai tro nguoi dung theo tir khoa tim
kiém

Quan tri hé ,théng ‘thuc hién Xem thong tn chi tiét vai tro nguoi
dung, h¢ thong hién thi chi tiét vai tro nguoi dung

Quan tri hé théng thuc hién Phan quyén cho vai trd nguoi ding
thudc vai tro, hé thong thuc hién Luu thong tin phan quyén
nhém chirc nang cho vai trdo ngudi dung

Quén’tri hé théng thuc hién Phan nhém nguoi dung cho vai tro,
hé thong thyc hién phan nhém ngudi dung cho vai tro.

Quan tri hé théng thuc hién ngudi ding cho vai tro, hé thong
thuc hién phan nguoi dung cho vai tro.

24

Quan Iy thudc tinh

Qpén tr1 hé théng thuc hién xem danh sach thuoc tinh. Hé théng
hién thi danh sach cac thudc tinh

Quan Iy hé thng thuc hién tim kiém thudc tinh. Hé théng hién
thi thudc tinh theo tir khoa da nhap.

Quan tri hé théng thuc hién thém thudc tinh méi. Hé thong lru
lai thong tin thudc tinh moi.

Quan tri h¢ théng thuc hién stra thudc tinh. Hé théng hru lai
thong tin da chinh stra.

Quan tri hé¢ théng thuc hién x6a thudc tinh. Hé théng x0a thudc
tinh da duogc chon.

Quan tri hé théng thuc hién thém anh xa thudc tinh méi. Hé
thong thém anh xa thudc tinh mdi
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Quan tri hé, théng xem danh sach thudc tinh thudc anh xa thudc
tinh. HE thong hién thi danh sach thudc tinh cta anh xa thudc
tinh.

Quan tri hé théng thém thudc tinh mGi vao 4nh xa thude tinh.
H¢ thong thém thudc tinh mdi vao anh xa thudc tinh.

Quan tri h¢ théng stra/x6a thudc tinh trong anh xa thudc tinh.
H¢ thong stra/xéa thude tinh trong anh xa thudc tinh

Nhom quén tri hé
thong

Quan ly tham sé

25

CAu hinh SMS Provider

QTHT Céu hinh thong tin cua nha cung cap dich vu SMS. Hé
thong thuc hién yéu cau cta nguodi dung

QTHT Céap nhat cdu hinh SMS Provider. Hé thng thyc hién
yéu cau cua nguodi dung

26

CAu hinh Push Provider

QTHT Cép nhat cu hinh thong tin ctia nha cung cap dich vy
Push. HE thong thuc hién yéu cau ctia ngudi ding

QTHT Céuhinh thong tin ctia nha cung cp dich vu Push
(firebase). H¢ thong thuc hién yéu cau ctia nguoi dung

27

Cau hinh cap nhat thude
tinh

QTHT Céuhinh email/sms xéc nhan/thdng bao cap nhat thudc
tinh. HE thong thyc hién yéu cau ctia ngudi diung

QTHT Cép nhat cau hinh thudc tinh. HE thdng thyc hién yéu
cau cua nguoi dung

28

Quan Iy mapping thudc
tinh Open ID Connect

QTHT Khi tao thugc tinh mapping thudc tinh Open ID
Connect. HE thong thuc hién yéu cau cta nguodi ding

QTHT Tim kiém thuoc tinh mapping thudc tinh Open ID
Connect. HE thong thuc hién yéu cau cta nguodi ding

QTHT Céap nhat thuge tinh mapping thudc tinh Open ID
Connect. H¢ thong thyc hién yéu cau cta ngudi dung

29

Quan Iy mapping thudc
tinh SCIM

QTHT Quan Iy danh sach thuoc tinh 161. H¢ théng thuc hién
yéu cau ctua nguodi dung

QTHT Quén Iy danh sach thuge tinh nguoi dung. Hé théng thuc
hién yéu cau cua nguoi dung

QTHT Quan Iy danh sach thudc tinh enterprise. Hé théng thuc
hién y€u cau cua nguoi dung

QTHT Quén Iy danh séch thuoc tinh hé thong. Hé thong thyc
hién yéu cau cta nguodi dung
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Quin ly phin mém

30

Quan Iy o chirc

QTHT Tim kiém t6 chirc. Hé thong thuc hién yéu ciu ciia
nguoi dung

QTHT Khéi tao moi t6 chirc. Hé théng thuc hién yéu cAu cua
nguoi dung

QTHT Cap nhat t6 chirc. Hé thong thuc hién yéu cau cua ngudi
dung

31

Quan Iy hanh dong thuc
hién trude khi cap access
token

QTHT C4u hinh théng tm api cua dich vu s€ duoc thuc thi theo
djéu ki€n trude khi cap access token. HE thong thuc hién yéu
cau cta nguoi dung

QTHT Cép nhat thong tin cau hinh Quén Iy hanh dong thuc
hién trude khi cap access token. HE thong thuc hién yéu cau
ctia nguoi dung

32

Quan Iy hanh dong thuc
hiép trude khi do1 mat
khau

QTHT Céuhinh thong tin api cta dich vu s& dugc thyc thi theo
diéu kién truée khi doi mat khau. He thdng thyc hién yéu cau
ctia nguoi dung

QTHT Cap nhat cAu hinh Quan Iy hanh dong thuc hién trude
khi d6i mat khau. Hé théng thuc hién yéu ciu ciia ngudi ding

33

Céu hinh trang quan trj

QTHT Khoi tao tai khoan quan tri. Hé théng thuc hién yéu cau
cta nguoi dung

QTHT tim kiém tai khoan quan tri. Hé théng thuc hién yéu cau
ctia nguoi dung

QTHT Cap nhat tai khoan quan tri. Hé théng thuc hién yéu cau
ctia nguoi dung

QTHT Khoi tao vai trd quan tri. HE théng thuc hién yéu cAu
cta nguoi dung

QTHT Céap nhat vai tro quan tri. Hé théng thue hién yéu cau
ctia nguoi dung

QTHT tim kiém vai trd quan tri. Hé thong thwe hién yéu cau
ctia nguoi dung

QTHT Cauhinh luéng dang nhap trang quan tri vién. Hé thong
thuc hién yéu cau ctia nguodi dung

34

Quan 1y don vi

QTHT Tim kiém don vi. Hé théng thuc hién yéu cau cta ngudi
dung
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QTHT Céap nhat don vi. Hé théng thuc hién yéu ciu ciia nguoi
dung

QTHT Khoi tao thong tin co ban don vi. H¢ théng thue hién
yéu cau cua nguodi dung

QTHT Xoa nhém. Hé thong thire hién yéu cau cta ngudi ding

Nhém nguoi ding cudi

Dang ky tai khoan

35

bang ky tai khoan va
xac thyc bang Email
OTP

Nguoi ding truy cap man hinh dang ky tai khoan va xac thuc
bang Email OTP. Hé thong thyc hién yéu cau cta ngudi ding

Nguoi dung Cép nhat thong tin dang ky tai khoan va xac thuc
bang Email OTP. H¢ thong thuc hién yéu cau ctia nguoi dung

Nguoi dung Xac nhan dang ky tai khoan va xac thuc bang
Email OTP. H¢ thong thuc hién yéu cau cua nguoi dung

Nguoi ding xac nhan thong tin dang ky tai khoan va xac thuc
bang Email OTP. H¢ thong thuc hién yéu cau ctia ngudi ding

36

bang ky tai khoan va
xac thuc bang SMS OTP

Nguoi dung truy c@p man hinh dang ky tai khoan va xac thyc
bang SMS OTP. Hé thong thuc hién yéu cau cta ngudi dung

Nguoi ding Cép nhét thong tin dang ky tai khoan va xac thuc
bang SMS OTP. H¢ thong thuc hién yéu cau cua nguoi dung

Nguoi ding Xac nhan ding ky tai khoan va xac thuc bang SMS
OTP. H¢ thong thuc hién yéu cau ctua nguodi dung

Nguoi dung xac nhan théng tin dang ky tai khoan va xac thuc
bang SMS OTP. H¢ thong thuc hién yéu cau cua nguodi dung

37

Ding ky tai khoan bing
Sim ky s6

Ngudi ding truy cdp man hinh dang ky tai khoan bang Sim ky
s0. H¢ thong thuc hi¢n yéu cau ctia nguoi dung

Nguoi dung Nhap mé PIN sim dang ky tai khoan bang Sim ky
s0. H¢ thong thuc hién y€u cau ctia nguoi dung

38

bang ky bang USB ky
sO

Ngudi ding truy cap danh sach cac ching thu s6 USB ky sd.
H¢ thong thyuc hién yéu cau ctia nguoi dung
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Nguoi dung truy cép danh sach céc théng tin duge ldy tir USB
ky s6. HE thong thuc hién yéu cau cta nguoi dung

Nguoi ding xac nhan thong tin dang ky USB ky s6. Hé thong
thuc hién yéu cau cua nguodi dung

Nguoi ding Thém méi phuong thirc xac thue bang USB ky sd.
H¢ thong thuc hién y€u cau cia nguoi dung

39

Cung cAp mat khau cho
tai khoan tao méi dau ky

Nguoi dung nhén duge email cung cAp mat khau cho tai khoan
tao moi dau ky va thuc hién dang nhdp. H¢ thong thuc hién yéu
cau cta nguoi dung

Dang nhap tai khoan

40

Piang nhip bang tai
khoan ndi bo

Nguoi ding Pang nhip bang tai khoan email cong vu. Hé thong
thuc hién yéu cau ctia ngudi dung

Nguoi dung dang nhap bang USB ky sb ban co yéu. Hé théng
thuc hién yéu cau cua ngudi dung

Nguoi ding dang nhap bang Mat khau + Ma SMS OTP. H¢
thong thuc hién yéu cau ctia nguoi ding

Ngu0'1 dung dang nhap bang Mat khau + Ma Email OTP. Hé
thong thuc hién yéu cau cua nguoi ding

Nguoi dung dang nhap bang Mat khau + Ma TOTP. Hé thong
thuc hién yéu cau ctia ngudi dung

Nguoi ding Dang nhap bang Passkey. Hé thong thyc hién yéu
cau cta nguoi dung

Nguoi dung Pang nhap bang SIM ky sb. Hé thong thuc hién
yéu cau ctia nguoi dung

Ngudi ding Ping nhip sai mat khau qua 10 lin. H¢ thong khoa
tai khoan ctia nguo1 dung theo cau hinh ctia QTV

41

bang nhap bang tai
khoan VNelD

CBCCVC lya chon dang nhap VN eID . Hé thong thuc hién
yéu cau cta nguoi dung

CBCCVC thuc hi¢n dang nhap trén man hinh dang nhap
VNelD . Hé thong thuc hién yéu cau cua ngudi dung

VN eID Tao token va diéu hudéng vé hé thong. Hé thong kiem
tra thong tin hop 1€ va diéu hudng dén tng dung tin cdy nguoi
ding dang mubn truy cap . Hé thong thwe hién yéu cau cua
nguol dung
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VN elD tra lai théng tin thong bao dang nhap that bai. Hé théng
kiém tra thong tin khong hop I¢ va thong bao cho nguoi dung .
H¢ thong thuc hién yéu cau ctia ngudi dung

Doi mat khau ¢ lan dang

42 nhap dau tién
Ngudi ding nhdp thong tin mat khau moi. Hé théng xac thuc
dir iéu mat khau nhap vao
Nguoi dung thuc hién Poi mat khau. Hé théng kiém tra cap
nhat va thong bao d6i mat khau thanh cong/ khong thanh cong
43 | Quén mat khau dang
nhap h¢ thong SSO
Nguoi dung thao tac ly lai mat khau khi quén mat khau dang
nhdp. H¢ thong hién thi man hinh hudéng dan lay lai mat khau
a4 | Quén mit khau tai khoan
no1 bo
Nguoi ding thao tac ly lai mat khau khi quén mat khau tai
khoan ndi bd. HE thong giri ma OTP ve email ngudi dung
Nguoi ding nhip mé OTP. Hé théng kiém tra va giri lai mét
khau méi cho nguodi dung
Cac chirc nang sau khi
diang nhap
45 | Dashboard
Nguoi ding Truy cép danh sach cac tmg dung da dugc tich hop
SSO. He¢ thdng thuc hién yéu cau ciia ngudi ding
Ngudi ding Tim kiém tng dung tai trang dashboard. Hé thong
thuc hién yéu cau ctia nguoi dung
Nguoi ding Chuyen huéng to1 trang tng dung da tich hop sso
twong ung. Hé thong thuc hién yéu cau ciia nguoi ding
Thoéng tin doanh
nghiép, can bd
46 Quan Iy thong tin co ban

cua CBCCVC

Nguot dung Truy cap giao dién chinh stra thong tin can b. He
thong thuc hién yéu cau cta ngudi dung

Nguoi ding Cép nhét thong tin can bo. He théng thue hién yéu
cau cta nguoi dung

Ngudi ding Tai xudng file hd so théng tin can bo. Hé thong
thuc hién yéu cau ctia nguodi dung
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47

Quan Iy thdng tin
CBCCVC mo r0ng

Nguoi dung c6 thé xem Thong tin tai khoan mo rong dong bo
tir dir liéu CSDL CCVC thanh pho. H¢ thong hién thi thong tin
tai khoan mé rong

Nguoi dung chon cap nhat tai khoan SSO dong bo tir dir li¢u
CSDL CCVC thanh pho. H¢ thong thuc hién yéu cau luu thong
tin m& rdng cua nguoi dung

48

Ping xuat SSO

Nguoi ding Ping xuat tai mot (g dung bat ky. Hé thong thuc
hién yéu cau cta ngudi ding, goi API cua cac hé théng tng
dung khac dé dang xudt hoan toan khoi phién ding nhdp cia tat
cd cac ung dung

Nhom chirc ning Bao
mat

49

Quén ly cap nhat
phuong thirc xac thuc

Nguoi dung Thay do6i mat khau. HE thong thuc hién yéu cau
cta nguoi dung

Nguoi ding Ping ky/Thay d6i sé dién thoai nhan SMS OTP.
H¢ thong thyc hién yéu cau cta nguoi dung

Nguoi dung Ping ky/Thay d6i mid OTP backup. Hé théng thuc
hién yéu cau cua ngudi dung

Nguoi dung Pang ky/Thay d6i tng dung TOTP sinh mi OTP.
H¢ thong thuc hién y€u cau cia nguoi dung

Nguoi ding Ding ky/Thay d6i SIM ky sé dang nhap. Hé thong
thuc hién yéu cau ctia ngudi dung

Nguoi dung Ping ky/Thay d6i USB ky sé/dang nhap. Hé thong
thuc hién yéu cau cua nguodi dung

Nguoi ding Dang ky/Thay dbi Passkey dang nhap. Hé thong
thuc hién yéu cau cua ngudi dung

50

Thong tin phién hoat
dong

Nguoi dung Hién thi thong tin chi tiét phién hoat dong cta
nguoi dung. HE thong thyc hién yéu cau ctia ngudi dung

51

Pang xudt nhiéw tat ca
phién hoat dong

Nguoi ding Hién thi pop-up xéc nhan thao tac ding xudt khoi
phién hoat dong. HE thong thyc hién yéu cau cua nguoi dung
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Nguoi dung Huy dang xuét khoi phién hoat dong wira thyc hién.
H¢ thong thuc hién y€u cau cua nguoi dung

Nguoi ding Ping xut khoi phién hoat dong twong g, Hé
thong thuc hién yéu cau cla ngudi dung

Quén ly thong tin dong v

52 .
cua ung dung
Nguoi dung Cép nhat thong tm. H¢ thong thuc hién yéu céu cua
nguoi dung
Ngudi ding Thu hdi sy dong y cua tmg dung. Hé thong thuc
hién yéu cau cta ngudi ding
Nguoi dung xac nhan théng tin tng dung. Hé thong thwe hién
yéu cau cua ngudi ding
Nguoi dung Hién thi thong tin chi tiét quan Iy sw dong ¥ cua
tmg dung. Hé théng thuc hién yéu cdu ctia ngudi ding
Nhém chire ning thong
ké bao cao
Quan Iy théng tin bao
53 | cdo sd lwong nguoi truy
cap theo tirng ung dung
QTHT co6 thé xem tong so tai khoan truy cap theo tirng ting
dung. Hé thong xir Iy thong tin va hién thi két qua cho ngudi
dung
Biéu do thong keé so6
54 | luong tai khoan theo
tung don vi
QTHT c6 thé xem Biéu d6 thong ké tong so lwong tai khoan
theo tirng don vi. Hé thong xir Iy thong tin va hién thi két qua
cho nguoi dung
Biéu do thong ké so
55 lugng tai khoan dang
nhdp qua cac phuong
thirc dang nhap
QTHT c6 thé xem Biéu d6 thong ké s6 lwong tai khoan dang
nhip qua cac phwong thirc. Hé thong xir Iy thong tin va hién thi
két qua cho nguoi ding
Nhom chirc nang API
56 | API thém tai khoan
H¢ thong khac goi API thém tai khoan. HE thong kiém tra va
thong bao két qua
57 | API update tai khoan
He¢ thong khac goi API update tai khoan. Hé thong kiém tra va
thong bao két qua
58 | API x0a tai khoan

H¢ thong khac goi API x6a tai khoan. H¢ thong kiém tra va
thong bao két qua

59

AP tim kiém tai khoan




20

Hé thong khac goi API tim kiém tai khoan. Hé théng kiém tra
va thong béo két qua

API ddng nhap bang mat

60 | khau tai khoan ndi bo
theo chudn OIDC
Hé thong khac goi API dang nhap bang tai khoan ndi bo theo
chuin OIDC. Hé thong kiém tra va thong bao két qua
61 API tra lai théng tin tai
khoan theo chuan OIDC
Heé théng khac goi API Ay théng tin tai khoan theo chudn
OIDC. H¢ thong kiém tra va thong bao két qua
API tra lai JWT token
62 | cta tai khoan theo chuan
OIDC
Hé thong khac goi API Ay JWT token cua tai khoan theo chuan
OIDC. H¢ thong kiém tra va thong bao két qua
63 API tra lai JWKS cua
SSO theo chuan OIDC
H¢ thong khac goi API lay JWKS cua SSO theo chuan OIDC
dé xac minh chir ky s6 trong token JWT. H¢ thong kiem tra va
tra lai két qua
API tra lai cau hinh open
64 | id cia SSO theo chuan
OIDC
H¢ thong khéac goi API lay cau hinh Open ID cua SSO theo
chuan OIDC d¢é lay thong tin cac endpoint cua SSO. Hé thong
kiém tra va tra lai két qua
API tra lai cau hinh
65 | metadata endpoint cta
SSO theo chuan SAML2
Hé thong khac goi API ldy c4u hinh metadata endpoint ciia
SSO theo chuan SAML2 dé lay théng tin cac endpomnt cua
SSO. Hé thong kiém tra va tra lai két qua
API tra lai cau hinh
66 metadata endpoint cua
SSO theo chuan WS
Federation
Hé thong khac goi API Iy chu hinh metadata endpoint cua
SSO theo chuan WS Federation d¢ lay thong tin cac endpoint
ctia SSO. H¢ thong kiém tra va tra lai két qua
API dong b¢ thong tin
67 | két noi voi CSDL

CBCCVC ctia Tinh

H¢ thong khac goi API API dong bo thong tin k€t ndi voi
CSDL CBCCVC cua tinh. H¢ thong kiém tra va thong bao két
qua




21

Cong cu khai tao tai
khoan theo danh sach

68 file excel (dudi 200 tai
khoan/lan)
Quan tri h¢ thong‘ str dung cong cu dé giri thong tin tai khoan
trong file excel can khoi tao trén man hinh dong Iénh. HE thong
nhan va khoi tao tai khodn cho ngudi dung
Cong cu reset mat khau
69 tai khoan theo danh sach

file excel (dudi 200 tai
khoan/lan)

Quan tri h¢ thong str dung cong cu dé giri thong tin tai khoan
trong file excel can reset mat khau trén man hinh dong lénh. Heé
théng nhan va khoi tao tai khoan cho nguoi ding

Cong cu khoda tai khoan
70 | theo danh sach file e>‘<cel
(duéi 200 tai khoan/lan)

Quan tri hé théng sir dung cong cu dé giri thong tin tai khoan
trong file excel can khoa trén man hinh dong Iénh. H¢ thong
nhan va khoi tao tai khodn cho ngudi dung

1.4 Kha ning tich hop, két ndi, lién thong

Hé¢ thong dugc thiét ké bao dam kha ning tich hop, két ndi v6i cac hé thdng
thong tin dung chung cua tinh, by, nganh trung wong.

Cung cip API/SDK tiéu chudn dé tich hop vdi cac ing dung hién co va cic
hé thong trong tuong lai.

HO tro két ndi LDAP/AD va dong bo danh tinh ngudi dung theo chuan SCIM
hodc API tuy chinh

Co kha nang mo rong tich hop voi cac hé thong chuyén nganh khéc trong
tuwong lai khi c6 yéu cau.

1.5 Yéu cau Ha ting trién khai

Hé thong duoc cai dit trén nén tang ha tang dién toan dam may phuc vu su

hoat dong on dinh, tin cdy va an toan tong thé cho hé thong. Yéu cau tai nguyén
phan cimg va ha tang k¥ thuat toi thiéu nhu sau:

Théng so k§ thuat
Storage
Han myc VCPU F&f‘é’; SDD
(GB)

May chi Cloud Server (VM)
May chu g dung 16 24 300
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May chu coso dir liéu

24 48 800

1.6 Yéu cau dam bao an toan hé thong thong tin theo cip dd

- Hé théng bao dam an toan thong tin cap do 3 theo quy dinh tai Nghi dinh

85/2016/ND-CP cua Thu turong Chinh phu ngay 01/07/2016 vé dam bao an toan
hé thong thong tin theo cép do va Thong tu 12/2022/TT-BTTTT vé Quy dinh chi
tiét va hudng dan mot s6 diéu ctia Nghi dinh 85/2016/ND- CP ngay 01/07/2016
ctia Chinh phu vé Pam bao an toan hé thong thong tin theo cap do.

- Péap tng cac tiéu chi ATTT theo Hudéng dan tai van ban sb 708/BTTTT-

CATTT ngay 02/03/2024 ctia B) Thong tin va Truyén théng vé& viéc huéng dan
k¥ thudt trién khai D¢ an 06:

STT

Yéu cau

Thiét 14p cAu hinh trén Hé thong

Tiéu chi theo Cap d9 3 Cong vin s6 708/BTTTIT-CATTT

C6 phuong an quéan ly truy
cap, quan tri hé¢ thong tu xa
an toan

Sir dung tinh ning VPN trén thiét bj tuong ltra Palo
Alto; c6 xac thuc Username/Password, két hop
OTP.

Co6 phuong an quan ly truy
cap gitra cac ving mang va
phong chong xdm nhap

Trién khai thiét bj tuong lira SRX 3600 tich hop
tinh nang IDS/IPS cho két ndi Internet vao hé thong
(Chua trién khai tinh ning IPS cho cac két ndi dén
cac phan wung khéc).

C6 phuong an phong chong
tan cong mang cho Ung
dung web

Tinh ning WAF tich hop trén cip thiét bi F5 BIG
[P7800 theo co ché Active-Standby, phién ban
16.1.2 build 0.0.18.

C6 phuong 4n can bang tai,
du phong ndng cho céc thiét
bi mang chinh

Sir dung giai phap can bang tai trén thiét bi BIG
IP7800, toan b cac thiét bi mang chinh déu dugc
dau tu 01 cap, cau hinh HA/AA.

Co6 phuong 4an bdao dam an
toan cho may chu co s¢ dir
liéu

St dung gidai phap AVDF cua Oracle tich hop
CSDL Mongo DB va PosgressSQL & cheé do
monitor (theo doi).

Co6 phuong 4an chan loc
phan mém ddc hai trén moi
truong mang

Tinh nang tich hop trén thiét bi F5 BIG IP7800 theo
hudng tur Internet vao céc trang web ctia H¢ thong.

C6 phuong an phong chong
tan cong tu choi dich vu

St dung dich vu Anti DdoS.

Co6 phuong an quan ly truy
cap lop mang

Thuyet minh phuong quan ly truy cép 16p mang
dugc cau hinh trong Hé thng:

- Thiét 14p cau hinh bao mat trén thiét bj chuyén
mach 16p 2 cho phép phat hién va quan ly truy cap
mang 16p 2 doi vai céc thiet bi két noi vao hé thong.
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- Thiét 1ap cau hinh nhat ky hé théng trén thiét b
16p 2 dé quan ly dugc thong tin két ndi cua cac thiét
bi vao hé thong trén hé théng Quan 1y va phan tich
su kién an toan thong tin — SIEM.

Co6 phuong é&n giam sat hé

9 théng thong tin tap trung St dung phan mém gidm sat tdp trung Zabbix.
Co6 phuong 4&n giam sat an
10 | toan h¢ thong thong tin tap | Str dung gidi phap IBM Qradar.
trung
Céc CSDL dugc backup hang ngay trong it nhat 30
ngay, c6 03 node dong bo dir li€u vé1 nhau. Ngoai
11 Co6 phuong 4n quan 1y sao | ra, s dung giai phap sao luu du phong tép trung
lvu dll’ ph(‘)ng tép trung cua DELL EMC Networker.
May cha App c6 05 node, sao luu file cu hinh
(.yaml) hang ngay.
Co6 phuong an quan ly phan
mém phong chéng mi doc | . cre 1, n
12 trén mady chi/mdy tinh St dung gidi phap Kaspersky tap trung.
nguoi dung
Thuyét minh phuong an phong, chéng that thoat dir
liéu dugc cdu hinh trong Hé thdng:
- Giai phap Kaspersky Devices Control,.
- Trién khai Quan 1y truy cap dic quyén (Privileged
Account Manager PAM),.
- Ban hanh céc chinh sach phan loai va quan 1y dé
dam bao an toan va phong, chong that toat dir licu
13 | CO phuong én phong, chdng | cu thé nhu sau:
that thoat dir liéu L o o _
- Thuc thi ki€ém soat vi¢c két noi cac thiét bi ngoai
vi (USB, 0 cung ngoai...) vdi cac may chu.
- Trién khai 4p dung viéc giam sét, quan 1y truy
cép, tdc dong lién quan dén cac h¢ thong nay bang
giai phap PAM ghi lai tat ca cac hanh wvi, cau l¢nh
lién quan dén tac dong dén h¢ thong, phan quyén
nhoém nguoi dung dugc truy cap, chong viéc copy
dir li¢u tir chu PAM dén may quan tri.
C6 phuong 4n du phong két | Hé thong mang tai cac DC dit hé théng Private phai
14 | nd6i mang Internet cho céc | c6 tir 2 két ndi trd 1€n. BPam bao tinh dy phong két

may chua dich vu

nd1 mang.

CAu hinh dap tmg tuan tha ATTT theo cap do
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T Tén dich vu Pon vi tinh S6 luwong

Dich vu mang riéng do (VPN)

Dich vu phat hi¢n va ngin chin xam
1 nhap IPS/IDS License/thang/thiét bi 4
Dich vu tudng lua

Céc thiét bi mang chinh phai dugc dau
tu theo cap d€ du phong lan nhau

Dich vu tuong ltra ing dung web

2 (WAF - Web Application Firewall) Domain 1
Dich vu can béng tai

Dich vu giam sat sy kién an toan

3 A EPS 100
théng tin
4 D1’ch w phon_g.chong ma ddc cho cac VM 4
may chu (antivirus)
Dich vu phong chdng tan cong mg )
> | dung web (antiDDOS) IP, Domain !
6 Dich vu dich vu backup tap trung 1TB 0,5
7 Dich vy giam sat chat luong may ao VM 4
8 Eéih wvu phong chong that thoat dir VM 4
9 Giai phap/Thiét bi tuong Itra CSDL VM Database 2

1.7 Kha niing nang cip, mé rong
Hé théng duoc xay dung theo kién tric da 16p (presentation layer, business

layer, data access layer) hogc kién tric dich vu hién dai, bao dam tinh tach bigt
gitra cac thanh phan, thuan loi cho viéc bao tri, ndng cap va ma rong.

Nén tang phaét trién @ng dung st dung dap ang cac yéu cau ve:
e Hiéu ning xtr ly cao, on dinh
e Kha ning chay danén tang
e D¢ dang mo rong, tich hop cac cong nghé méi.

Hé thong duoc thiét ké theo hudng md va linh hoat, cho phep. dé dang nang
cip, bo sung chirc ning méi ma khong anh huong 16n dén hé thdng dang van
hanh.

Pap tng kha ning mé rong vé:

e Quy mo ngudi dung

e Dung lwong va khdi lwong dit liéu

e Séluwong phan hé va chirc nang nghiép vu.

Cho phep néng cap congnghg, cap nhét phién ban phan mém khi can thiét,
bao dam hé thong luén dap ing yéu cau phaét trién trong céc giai doan tiép theo.

1.8 Kha nang bao tri, quan tri van hanh
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- Hé thong cung cap céc chiic ning quan tri, gidm sat hoat dong, gitip theo
ddi tinh trang h¢ thong, hi€u néng va tai nguyén str dung.

- Coday du tai iu k¥ thuat, tai licu hudng dan st dung, van hanh va bao
tri cho can bg quan tri va nguoi dung. N N

- Thuan lgi cho cong tac bao tri, cap nhat, stra 161 va ho tro k¥ thuat trong
sudt qua trinh khai thac. q ‘

- Pam bao hé thong hoat dong 6n dinh, lién tuc, dap tmg yéu cau stir dung
1au dai cua Tinh. o ’

- Yéu cau cam két ho trg ky thuat trong sudt thoi gian thué dich vu (24/7).

- boi ngﬁ\h@ tro k¥ thuat truc ti€p dén tan phuong, xa trai dai trén dia ban
tinh khi c6 yéu cau.

- Cam két bao hanh trong qua trinh sir dung san pham.

- Cam ket bao tri, ning cép theo yéu cau phat sinh trong sudt thoi gian thué
dich vy, nang cp tinh ning méi cua san phdm mién phi trong thoi gian thué dich
vu.

- Yéu cau chung vé dich vu quan Iy khai thac va van hanh phan mém: B6
tri nhan su to1 thi€u 02 nhan su giam sat, van hanh va ho trg ky thuat:

~+ Thuc hién dich vu quan ly, hd trg cac don vi khai thac, sirdung hé théng
dé trien khai thanh cdng cac nghiép vu xur ly ndi bo va dich vu cong dam
bao hé¢ thong luon dap ung du, ding quy dinh, ding quy trinh da duoc ban
hanh.
+ Theo ddi hoat dong vat Iy, tinh trang mang, dién st dung cua cac thict
bitrong so do6 ha tang.
~ + Theo d@i tai hoat dong céc thiét bi, ang dung, c6 bién phap toi uu, nang
capkhi can thiet dé dam bao hiéu nang hé thong, luén dap tmg cho nguoi dung.
+ Theo ddi hoat dong An toan théng tin, chong tan cong, tac dong thay doidir
ligu.
+ Xur ly cac su cb va yéu cé}u phat sinh khac trong qua trinh van hanh.
Thoi gian ho tro truc quan tri hé thong: 24/7

- Thuc hién bd tri nhan sy ¢6 chuyén moén va kinh nghiém truc téng dai
tiép nhén su ¢d, ho trg don vi thuc hién cac chitc nang nghi€p vu phan mém trong
suot thoi gian duy tri dich vu.

+ Xt ly sy cé lién thong dir liéu va dang nhap tap trung.
+ Giai dap thic mic cua cén bo néu can thiét.
+ Thoi gian hd tro truc tong dai: Theo gio' [am viéc hanh chinh,

- Ngoai ra khi nhan thong bao vé sy ¢d ky thuat... dén khi bat dau cong
Viée khic phuc va thoi gian phyc hoi (th01 gian can thiét dé xir Iy phuc h01 h¢
thong) nhd cung cip phai dam bao thoi gian dap img va thoi gian phuc hdi yéu
cau nhu sau:
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+ Murc d6 nghiém trong 1: toan bo h¢ théng bi1di, tat cacac phﬁc nang khong
truy cap dugc: yéu cau thoi gian dap ung la 2h, thdi gian phuc hoi hodc trién khai
giai phap du phong 1a 24h.

+ Mirc 4o ngh1em trong 2: cac chuc nang chinh khong lam Vlec/khong truy
cap duoc: yéu cau thoi gian dap ung 13 4h, thoi gian phuc hdi 13 2 ngay.

+ Mirc d¢ nghiém trong 3: cac chirc nang thir yéu khong lam viéc/khdng truy
cap dugc: yéu cau thoi gian dap tng 1a 8h, thoi gian phuc hoi 1a 4 ngay.

+ Muc do nghiém trong 4: cac chirc nang thu yéu khong 1am Vlec/khong truy
cap dugc, anh huong khong nhiéu dén hoat dong cua toan hé thong: yéu cau
thoi gian dap tmg 14 1 ngdy, thoi gian phuc hdi 1a 8 ngay./.
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