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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH NGHE AN Doc lap — Tw do — Hanh phie
$6:38 /UBND-TH Nghé An, ngay @Ythdngo/nim 2023

V/vra soat cdc ndi dung khong phi hop trén
website ctia co quan nha nude (.gov.vn)

Kinh gtri: S& Théng tin va Truyén thong.

UBND tinh nhan dwgc Céng van sb 6237/BTTTT-CATTT ngay
29/12/2022 ctia B§ Théng tin va Truyén thong vé viéc ra soat noi dung khong phu
hop trén website clia co quan nha nuée (.gov.vn);

(C6 ban sao kem theo)

Phé Chu tich UBND tinh Bui Dinh Long giao S& Thong tin va Truyén thong
chu tri, phdi hop véi cac co quan, don vi lién quan trién khai thuc hién mét sé noi
dung, cu thé:

1. Ra soat toan b website thudc pham vi quan ly dé phat hién va xéa bo
n6i dung khéng phu hop, ¢6 bién phép xtr 1y, ngén chin khong dé tai dién tinh
trang website bi cai cim, dang tai, chuyén hudng hoic lién két véi ndi dung khong
phi hop. Gui thong tin két qua ra soat, xir ly vé UBND tinh trwée ngay
10/01/2023 @ bao c4o B6 Thong tin va Truyén thong.

2. Chu dong ra sodt, céip nhét danh séch cac website, tén mién thudc pham vi
quén ly, str dung vé Bo Théng tin va Truyén thong (Cuc An toan théng tin) trwde
ngay 15/01/2023 hodc khi c6 thay d6i dé duoc hd tro giam sét, canh béo kip thoi
cac nguy co tan cng mang lién quan (Mdu tai phu luc kem theo)./. #—

Noi nhin: % __ TL. CHU TICH

- Nhur trén; ANH VAN PHONG
- Chu tich UBND tinh; X =
- PCT VX UBND tinh;

- CVP, PCVP TH UBND tinh;
- Luu: VT, TH (T).




SAO Y: B thong tin va Truyen thong: 29/12/2022 16:57:35

BO THONG TIN VA TRUYEN THONG CQNG HOA XA HQI CHU NGHIA VIET NAM
Doc lap - Ty do - Hanh phiic

S6: plAF BTTTT-CATTT Ha Néi, ngay 39 thang A ndm 2022
V/v ra soat ndi dung khong phu hop trén
website ctia co quan nha nudc (.gov.vn)

RIAH BOR:  consnvnimnibosaniinssesansesssnaiynes i suti sopsis s Suesntisms p v s 555

Thoi gian qua, cac hé thong thong tin cong khai ctia Viét Nam van thudng
xuyén doi mat véi nguy co, chién dich tin cong mang. Mot s6 website clia co
quan nha nuée van bi lgi dung dé cai cim, ding tai, chuyén hudng hoic lién két
véi ndi dung khong phu hop.

Thuc hién cong tac quan ly nha nudce va thue thi phap luét vé an toan thong
tin, B6 Thong tin va Truyén thong (Cuc An toan théng tin) da ra soat 14.000
website (6.954 tén mién .gov.vn) cia co quan nha nudéce va phat hién: 78 website
dang bi loi dung dé cai cim, ding tai, chuyén hudng hodc lién két véi ni dung
quéang cdo khéng phtt hgp nhu: quang céo, ca dd bong da FIFA World Cup Qatar
2022, danh bai, cO bac... Trong d6 c6 61 website thudc quan ly cta 24 Tinh/Thanh,
17 website thudc quan ly ctuia 09 Bd/Nganh. Noi dung khong pht hop nay con hién
thi ngay trén két qua tim kiém ctia Google.

Viéc cac website ctia co quan nha nude bi cai cam, ding tai, chuyén huéng
hodc lién két vai ndi dung khéng pht hop khéng phai la thuc trang méi dién ra
gan day. Mic du da dugce cac co quan chire ning canh béo nhung viée ra sodt va
thue hién cdc bién phap dé ngan chan, xur ly chua duge quan tdm ding mure. Su
vide ndy sé trd nén rit nguy hiém va nghiém trong néu bi loi dung dé dang tai,
phat tn nhitng noi dung xdu doc, xuyén tac vé chii quyen, chil truong clia Pang
va chinh sach, phép ludt cia Nha nude.

Dé ngin chan, xtr Iy tinh trang trén, Bd Thong tin va Truyén thong tran

trong dé nghi Quy Co quan chi dao thuc hién:
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1. Ra soat toan by website thudc pham vi quan ly dé phat hién va xéa bo
ndi dung khong pht hop, cd bién phép xir Iy, ngan chin khong dé tai dién tinh
trang website bi cai cim, dang tai, chuyén hudng hodc lién két véi noi dung khong
pht hop. C_i_i_ri_t_héng tin két qua ra sodt, xur ly vé BO Thong tin va Truyén thong
trudc ngay 15 1 04 12023,

2. Chu dong ra soat, cap nhat danh sach cac website, tén mién thudc pham
vi quan ly, st dung vé Bo Théng tin va Truyén thong (Cuc An toan thong tin)
trude ngdy 79 / 0/ /2023 hodc khi ¢6 thay d6i dé dugc hd tro gidm sét, canh bao
kip thoi cac nguy co tAn cong mang lién quan (Mdu cdp nhdt tai phu luc kém
theo).

Chi tiét xin lién hé: Ong Pham Thai Son, Truéng phong K§ thuét nghiép
vu, Trung tdm Giam sét an toan khong gian mang quéc gia, Cuc An toan thong
tin, BO Thong tin va 'l'lfuyén thong; dién thoai: 0336666905; thu dién tu:

sonpt@mic.gov.vn.

Tran trong./. 482~

Noi nhin: KT.BQ TRUONG
- Nhur trén; THU TRUONG
- By Cong an;

- Bé Quéce phong;

- Ban Co yéu Chinh ph;

- B§ trudng (de b/c);

- Thir truéng Nguyén Huy Diing;
- Thi truéng Nguyén Thanh Lam;
- Luu: VT, CATTT.
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Phu luc 1
THONG TIN THONG KE VE WEBSITE BI LQI DUNG DE CAI CAM,
PANG TAL CHUYEN HUONG HOAC LIEN KET VOI NQI DUNG
KHONG PHU HQP
(Kém theo Cong véin 56 65T /BTTTT-CATTT ngayeld / 2 /2022
ctia Bé Théng tin va Truyén thong)

S6 lwgng don vi bi dnh S6 lugng website bi

A r
: h : - 2
Co quan, to chure hudng anh huong

B/Nganh 09 17

Tinh/Thanh 24 61




Phu luc 11
MAU THONG KE, CAP NHAT DANH SACH
TEN MIEN/WEBSITE/HE THONG

(Kem theo Cong vin sé 65T /BITTT-CATTT ngay 43 / & /2022
cua B¢ Théng tin va Truyén thong)

1. Thong tin chung

- Pau moi lién hé (ho tén, chic vy, so dién thoai di dong, thu dién
13 L e oy i S B o e Il o S o e e

= S0 lrgng ten mien dang quan 1y, SWARAR: . . iancuavsvsssmssasssassissssvsiss

- 86 lugng hé thong thong tin cong khai sir dung ban ghi DNS tuong g véi
OH T O PO 2o i in s i hie o ndoe s o P AR S v o o a8 v

2. Thong ké chi tiét

2.1. Danh sdch tén mién dang quan Iy, st dung

TT Tén mién Ghi chi

[1] [ais.gov.vn] 3 tén mién con

[2] [khonggianmang.vn] 2 tén mién con ‘
Ghi chu:

- Quy don vi can thong ké toan bd tén mién cip 1 dang quan Iy hodc str dung
bao gém ca nhing tén mién khong phai 1a .gov.vn (nhu .vn, .com, net,...):

- Cap nhat véi dau méi cia BO Thong tin va Truyén thong (Cuc An toan
thong tin) khi c¢6 bd sung hodc thay ddi.

2.2. Danh sich website, hé théng truy cip théng qua ban ghi DNS

TT Dia chi DNS Ghi cha
[1] [mail.ais.gov.vn] [Dich vu thie dién tir]
[2] [congcu.khonggianmang.vn] [website]

Ghi chu:

- Quy don vi can thong ké toan bo cac ban ghi DNS dang sir dung cho cac
hé thong thong tin; ) .

- Cap nhat véi dau moi cua Bo Thong tin va Truyén thdng (Cuc An toan
théng tin) khi ¢co bd sung hodc thay déi.

- Ban mém mau théng ké: https://khonggianmang.vn/alert/mau-thong-ke.72



Phu luc
BAO CAO KET QUA RA SOAT NOI DUNG QUANG CAO KHONG
PHU HQP TREN WEBSITE CUA CO QUAN NHA NUGC
(Kem theo Phiéu trinh s6 /PTr-CATTT ngay / /2022
cua Cuc An toan thong tin)

1. Két qua ra soat ndi dung quang cao khong phu hop trén website cia
co' quan nha nudée

Giai v6 dich bong dé thé giéi - World Cup 2022 khai mac vao ngay 20/11.
Céc tran dau cua vong chung két duoc t6 chirc theo lich cta ban té chirc dén hét
18/12/2022. Cung véi strc ndng cua cac tran déu, cac ddi tuong bai bac, ca do
déc biét la ca do bong da hoat dong manh trén ca khong gian mang va ngoai doi
thuc. Trong khi dé, cac cong cu tim kiém ludén dénh gia cao va wu tién hién thi
ndi dung xudt phat tir céc trang web cuia chinh phi, co quan nha nude (.gov.vn).
Do véy nhiéu dbi tuong dd chén cdc ndi dung quang cdo vio cac website
.gov.vn.

- Ngay 22/11/2022, qua cdng tac giam sat, ra soat nhanh 14.000 website
(6.954 tén mién .gov.vn) clia co quan nha nudc, Cuc An toan thong tin phét hién
c6 82 trang web cua co quan nha nudce (.gov.vn), dat tai 57 may chu dang bi
chén céc ndi dung quang céo khong phit hop (Cuc An toan thong tin da ¢ phiéu
trinh s6 345/Ptr-CATTT ngay 29/11/2022 vé viéc ding tai noi dung quang céo
khong phu hop trén website ctia co quan nha nudc (.gov.vn) dé bdo cdo Lanh
dao BJ).

Ngay 16/12/2022, qua cong tac giam sat, ra soat nhanh 14.000 website
(6.954 tén mién .gov.vn) cta co quan nha nude, Cuc An toan thong tin phat
hién:

- Co 78 (tuong duong 0.56%) trang web cua co quan nha nudc (.gov.vn),
dat tai 55 may chu dang bi chen cac ndi dung quang céo khong phu hgp. Trong
do co 61 website thugc quan ly cua 24 Tinh/Thanh, 17 website thugc quan ly
cua 09 B6/Nganh;

- Cac website dugc xdy dung bing céc cong nghé khic nhau:
[IS/APS.NET (38 website), SharePoint (16 website), Nukeviet (10 website),
DotnetNuke (09 website); PHP (03 website); Wordpress (02 website), cong
nghé khac (11 website);
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(Danh sdch chi tiét theo phu luc kém theo)
2. Phan tich, danh gia nguyén nhan

Qua phan tich k¥ thuat, diy khong phai déu hiéu tin cong mang vao hang
loat cac hé théng website, tuy nhién, mot s6 doi tuong xau co thé chén duoc noi
dung quang cdo khong pht hop vao website .gov.vn theo mdt sé cach thire sau:

(1) Lot dung tinh nang cho phép dang thong tin cua trang web: dang hoi
dap, dién dan, tai tp tin,... dé dua cac thong tin quang cdo 1én. Co 19/78
website bi dang thong tin khong phu hop thong qua hinh thirc nay.

(2) Thong qua cac diém yéu, 16 héng bao mat: cac 16 hdng cua céc nén tang
web dang dung dugc cac dbi tugng loi dung tan cong thong qua dé thay doéi noi
dung giao dién ctia web, ciing nhu tac dong dén cac web khac cling may chu, tan
cong véi 16i Injection,... C6 19/78 website bi dang tai thong tin khong pht hop
thong qua hinh thirc nay.

(3) Céc van d& chua xac dinh chinh x4c dugce: ton tai céc thong tin tir céc
lan tan cong trude do khi xir Iy céc 16 hong chua xir 1y triét dé webshell, cac tai
khoan ddi tugng tin cong dé lai. C6 40/78 website bj diang tai thong tin khong
pht hgp qua hinh thtrc nay.
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Do tinh ning ding thong tin -~ Do 18 hdng bao mat Chua xac dinh

Khuyén nghi d6i véi cac co quan chit quin website

- Ra soét 16 hdng bao mat, ra soat may cha dé vé 16i ciing nhu lam sach
hoan toan hé théng néu da bj tén cong

- Vi céc tinh ning nhu hoi dap, dién dan can c6 tinh ning loc hogc phé
duyét ndi dung, dinh ky can ra soat x6a cac noi dung khong phti hop.

3. Pé xuat, kién nghi

- Bb Théng tin va Truyén théng c¢6 van ban guri Uy ban nhan déan cac
tinh/Thanh phd, Bo nganh dé don ddc trong viéc bao dam an toan thong tin cho
cac website thudc quan ly cia minh.

- Ra so4t, cap nhat danh sach cac website, tén mién thudc quan ly ctia minh
vé Bo Thong tin va Truyén thong dé dugc hd tro gidm sét, canh béo kip thoi.
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Phu luc 1

MOQT SO HINH ANH WEBSITE BI CHEN NQI DUNG QUANG
CAO KHONG PHU HQP

IO £ https://nkt brxhgovn/xose/Ce FUIUTEL Jhtml

Alemania vs Manchester unido Qatar Copa del
- can kiém tién truc tuyén bay gid mién phi

@ cdch tat nhit dé kigm tign & philippines

ame doi thuong moi
ai sao tro choi can

xac thye tén that

mea bn ca wal

ket quabongdaoro

Tl whve 10 2020
kponhacal tructer

sen 44 sedum bing hiing
anth di.cd nguin db rol sao ki | CA Ngan ra

Ti s ngiry him nary clia ban

ween e Bdp Bong d4 con

Lirk e bho Novak
Dpokiwic ve Ratael Nadalié
qud Dyokovic v Nadal

B calvats.govannoidisng holdan Livs DunhSachC subiol] AP ICASSY

DKE - Link Vao Nha Cai DK8 Khéng Bj Chan M&i Nhat 2022
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Phu luc 2
THONG KE CAC WEBSITE CHUA THONG TIN TRAI PHEP
1. Tinh/ Thanh

TT Tinh Thanh S6 trang web bi anh huwéng
Hai Duong 11
2 Vinh Phtic 6
3 Kon Tum 4
4 Ha Noi 4
5 Quang Tri 4
6 Thira Thién Hué 4
7 Thanh Phé Ho6 Chi Minh 3
8 Pong Nai 3
9 Quang Nam 3
10 Binh Phudc 2
11 Théi Nguyén 2
12 Lai Chau 2
13 bién Bién 2
14 Hung Yén 2
15 Yén Bai 1
16 Long An 1
17 Nghé An 1
18 Hau Giang 1
19 Tuyén Quang 1
20 Quang Binh 1
21 Gia Lai 1
22 Pong Thap 1
23 Bic Kan 1
24 Khanh Hoa 1
Tong 61




2. Bo/Nganh

S6 lwgng web bi anh

TT Bo/Nganh
G hwéng
1 B§ Nong nghiép 6
2 Bo Xay dung 3
3 Vién Han 1am khoa hoc x4 hoi Viét Nam 1
Bo Noi Vu
4 (Vién Khoa hoc Té chirc Nha Nuée, 2
Ban Ton gido Chinh phu)
5 Bo Y té 1
6 B Giao thong Van tai 1
(Tng cuc Pudmg bd Viét Nam)
7 Kiém toan Nha nuéc 1
q Thanh tra Chinh phu 1
(Tap chi Thanh tra)
9 B6 Lao dong Thuong binh va Xa hoi 1
Tong 17
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Phu luc 3

DANH SACH CAC WEBSITE CHUA THONG TIN TRAI PHEP

TT|  Ténmitn NG g o Thong tin Congnghe s® | pyon vi st bivu
thong tin trai phép dung
http://hsdn[.]congth
uongthainguyen[.]|g| ., 5 :
ov|[.]Jvn/bet/Index][.] bl el . Sl So cong
hsdn.congthuongtha|aspx?/b%E 1%BB% google index. .
1 IIS/ASP.NET |thuong Thai
inguyen.gov.vn 99%20s%E1%BB [Mdy chu bi cheén N g
%91%201%C3%B4|c4¢ trang doc hai. guyen
%20%C4%91%E1
%BB%81991178
https://tamduong].]l
aichau[.]gov[.]vn/se
ek/?q=Thanh+Tam | .
Ung dung cho phé :
+Bida%E3%80%00| > Cvne “h0 PIcp Céng  thong
. google bot thuc : i :
tamduong.laicha SHALIRACETAATD hién dork endpoint i it
amduong.laichau. : ; 5
2 g & S777web[.Jcom T| ., P Nukeviet huyén  Tam
ov.vn m — |nhan va 4nh xa . ,
ruy+c%E1%BA%A bt neudi din Pudng (Lai
Dp+Tr%E1%BAY [ P- H NSUOT CHIS Chau)
i , (content injection)
A3i+Nghi%E1%B
B%87m+nh%C3%
A9
https://hoiluatgial.]l
aichau[.]gov[.]vn/se
ek/?7q=kubet+%E2
%9A%A1GG7[.Jm
e%E2%9A%A 1+% |Ung dung cho phép
C4%90%C4%82N |google bot thuc R S
hoiluatgia.laichau.g |G+K%C3%9D+H |hién dork endpoint . gk g
3 e 6 i COr CROPOI Nukeviet Tinh  Lai
ov.vn %E1%BB%981+VI nhan va anh xa Chéu
%C3%8AN+M%E |input tir nguo1 dung
1%BB%9AI+T%E |(content injection)
1%BA%B6NG+TH
%C6%AF%E1%B
B%9ENG+NGAY+
800K +ku
4 |dienbien.gov.vn http://www][.]dienbi SharePoint S¢ thong tin

en[.|gov[.]vn/audio/

Phat hién trén

va

Truyén




561231/ google index. thong  Dién
Bién
http://www][.]yenba Trung  tim
i[. .Jvn/bin/ : R . Coéng  thong
5 |yenbai.gov.vn 1[-]govl ]VI? piag Phéat hién trén  [SharePoint i g” n,
ws[.]aspx?1d=5957 soaleindos tin dign tu
1 e i tinh Yén Bii
, http://thuvien[.]long e
1 .20V. ' Thu vién tinh
g [Wvienlongan g0V | oo I fon/down/| PhsthiEnten |IS/ASPNET LOE V:“ ok
vn n
4536928 .]aspx google index. .
http://phongkinhted [Do khong giGi han
ienban|.]gov[.]vn/Q |dinh dang tép tin tai PHONG
2 phongkinhtedienba |TIUpload/NVD F |cdc chitc nang cho|DotNetNuke, [KINH TE
n.gov.vn AQ/2022/9/12keon |phép upload.|[I[IS/ASP.NET |THI XA
hacai9comtylekeo[. [Phat  hién  trén DPIEN BAN
Ipdf google index.
https://hungyenbusi
ness[.]Jgov[.]vn/Port|Phat  hién  trén b
2 S ] Sé Ké hoach
g hungyenbusiness.golals/0/bi-kip-chon- |google index.|DotNetNuke, Diu tr H
au tu Hu
v.vn ty-le-keo-nha-cai- |May chu bi chen{IIS/ASP.NET va RS
én
sieu-chuan- cac trang doc hai.
xac[.]html
Trang web cho
hép da e
https://dmec[.]Jmoh[ ! i:p ang}\ o m?
khong can phé y -
.]gov[.]vn/trangchu/ duyét Hé thong
i . 2 ]ft
9 |dmec.moh.gov.vn (https://dmec.moh.g|Liferay My Haps

/message boards/m

ov.vn/trangchu/-

thiét bi y té

/34155081/ O Y té
ess_ag_e = /message boards/m O
aximized
essage-boards-
home/maximized)
http://dailoc[.]quan [Phat  hién  trén L n :
nam|.]gov[.]vn/Q |google index AU Thiong tn
dailoc.quangnam.g g 18 £ g, & . _[DotNetNuke, |va Truyén
10 A [TUpload/HoiDap/ |St dung cing may [IS/ASP.NET ltha o
V.V ]
20221029/tf88[.]pd |ch Vi B 3 &
£ hiepduc[.]Jgov[.]vn Quangarm




Phat  hié tré
http://hiepduc|.]|gov ; | L " dren
oogle index. y
[Jvn/QTIUploadH |2, 08° ¢ Uy ban Nhan
) , i Ton tai 16 hong|DotNetNuke, £ ;
11 fhiepduc.gov.vn oiDap/CauHoi/202 : dan  Huyén
_ RCE via[lIS/ASP.NET ol
2/7/keo-nha-cai- - Hiép Dirc
vuakeo247.]pdf Telerik.Web.UL.
£ (dotnetnuke)
Phat  hi¢ tré
http://thangphuoc|.] ¢ e , 4
Kegducl leovi i B B Uy ban Nhan
i iiepducl.]gov[.]Jvn/ |, o e
thangphuoc.hiepduc P 8 X Ton tai 10 hong/DotNetNuke, :j ]
12 QTIUpload/HoiDap : din  Huyén
.gov.vn , .. IRCE via[lIS/ASP.NET T,
/CauHoi/2022/10/jb " Hiép Dirc
247com1009|pdf Telerik.Web.UL.
0 om :
P (dotnetnuke)
https://drvn[.]gov][.] ’ 1 ) Téng o
vn/news|.|php?/xos |Phat  hién  trén . A
13 |drvn.gov.vn , Pudng bd
0%201%208%2020 |google index. =
Viét Nam
18318216
http://hoinhabaol.]t
hainguyen|.|gov|.]v
/seek/?q=DK8+- | ..
Sa Ung dung cho phép
DK8+b%C3%B3ng e e
oogle bo c
|  %C4%91%C3%A (B0 ; Bl o
hoinhabao.thainguy hién dork endpoint ) Hoi nha bao
14 1+88%E3%80%90 i nl Nukeviet - .
en.gov.vn nhan va anh xa Théi Nguyén
+Copy mug88[.|ph_|. e St
n
+m%E1%BBY%IF+ | Do W S0l CHng
) (content injection)
Website+QH88+%
C4%90%C4%82N
G+K%C3%9D+N
I ﬂup://;vwxf[.]somp Y] . Cémg aiap
: .20V, . . . ¢ rén ;
i [ IARAORRRE af[] a“fo‘,[ ]g‘;‘;[?] i - ;'" IIS/ASP.NET |tiép dién tir
vn vn/report/game google maex. Ha Néi
01
https://\;’mhphtfc[.]g B . Uy bam nhan
16 |vinhphuc.gov.vn ovl-Jvw_wpresoure |Pha s dan tinh Vinh

es/news|.]aspx?871
55

google index.

Phuc
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https://sonnptnt[.]vi
nhphuc|.]gov[.]vn/

, Uploads/ajaxUploa | _. | > . Uy ban nhan
17 [fonnpnt-vinhphue. |3 samar-1gg. [ Lo Wien - Hemlg ePoint  |dén tinh Vinh
gov.vn 456b-8615- google index. Phiic
747d759ec2d0giaot
ongbong8899[.]pdf
https://soxd][.]vinhp
huc[.]gov[.]Jvn/Uplo
ads/ajaxUpload//b3 - !
06d8cd-3ded-de0c- [Phit  hién  trén ; 4 /oad. mhan
, SharePoint dan tinh Vinh
9fcd- google index. Phiic
7b7a3a8d9b8fty-le-
soxd.vinhphuc.gov. [keo-nha-cai-hom-
18 lvn nay[.]pdf
https://soxd[.]vinhp
huc[.]gov[.]vn/Uplo
ads/ajaxUpload//c9 Phét hién trén - Uay l:ian nhan
a8500b-fd69-42ed- . SharePoint dan tinh Vinh
google index. )
8ec3- Phuc
1297149a2620Nhac
aiuytin[.]pdf
https://sokhdt[.]vin
hphuc|.]gov[.]vn/U
] ploads/ajaxUpload//| | - ) Uy ban nhan
19 iﬁ’l‘:dwmhph“c'go 306492af-9£40- z gztgle 1:;2 "0 SharePoint  |d4n tinh Vinh
40b6-9317- 2 ' Phuc
6bd4a7c8fbcdsbtyi
n[.]pdf
https://tamdaol.]vin
hphuc|[.]gov[.]Jvn/U
) ploads/ajaxUpload//| . | it , Uy ban nhan
56| CRORCOARIDHIC:S '?cc39b9c-b2§c- P et déyn tinh Vinh

ov.vn

487c-9ffe-
90e6101891a6VZ9

google index.

9[.]pdf

Phuc
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https://tamduong].]
vinhphuc[.]gov[.]vn
/Uploads/ajaxUploa

Uy ban nhén

21 Z‘;’j:s“g“”“hph”c d//64fed19a-30f- Z:gtgle 1;‘;:{ NlSharePoint  |dén tinh Vinh
4e44-abcd- Phic
26591396b70dkeon
hacai2-xyz[.]|pdf
https://www/[.]sav][.

Jgov|[.]vn/content/n |Phat  hién  trén Kiém toan

22 [sav.gov.vn : : ik
ews|[.]aspx?id=2842|google index. Nha nudc
7
http://napc|.]nghean
[.]Jgov[.]vn/seek/?q
=DK8&+-

DK8+k%E1%BA% Ung dung cho phép
BFt+qu°{uE1%BA% gf)hogle bot th-uc Ciy: b i
23 [napc.nghean.gov.vn N SRl Nukeviet dan tinh Nghé
- 5+s%E1%BB%91 |nhdan va é4nh xa e '
%E3%80%90+Cop |input tir nguoi dung
y_mu88[.]ph +m% |(content injection)
E1%BB%9F+Webs
itetmu88+T%E1%
BA%BONG+1
X https://conganxaki . - " Cong an xa
24 conganxakimno.go nmpo[.]govﬁ]vn/ 100 . _hlsn " WordPress Kim M6 (Ha
v.vn ' google index. N
-free-chip/ Noi)
http://www/[.]hapi[. |Du dodan do khong
Jgov[.]Jvn/Uploads/ |gi¢i han dinh dang So Ké hoach

25 |hapi.gov.vn QuestionAttachmen |tép tin tai cac chirc[IIS/ASP.NET |va Pau tu Ha
ts/29092022162955 nang cho  phép Noi
_ 8taigo88top|.]pdf |upload
http://csa[.]cuctron , . N Cuc  Trong

26 esa.cuctronglrot.go trot[.]gov[.]vn/gamg et .1’1161’1 e IIS/ASP.NET |Trot (Bo

v.vn _ google index. . o
e/wQHFgD][.]html Nong nghiép)
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http://cuctrongtrot|. T Cuc  Trong
27 |cuctrongtrot.gov.vn ||gov[.]vn/89979/17 Sooplain d.ex IIS/ASP.NET |Trot (Bo
962[.]html E ] Noéng nghiép)
Van  phong
thong bao va
MBI WLISPIIR oy s irn :i(:hdaai Vfo;:i
28 |spsvietnam.gov.vn |tnam[.]gov[.]vn/84 e IIS/ASP.NET 4 ‘
381/63225[.html google index. t}lnfc phamlva
kiem dich
dong thuc vat
— Vu Hop téc
Phat  hién trén L :
http://nafigad|.]gov ggogle 7 ind:ex. DotNetNuke CC;Z Qu:lL[:mi;
29 |nafigad.gov.vn [.]vn/84936/71299[.|Ton tai 16 hong ’ ) M
Thtm] RCE ia [IS/ASP.NET N\ongﬁ lan} san
Telerik. Web. UL Ry
http://cucchannuoil. Divie ik kel Cuc Chén
30 [cucchannuoi.gov.vn|]gov|[.]vn/iosjgORY | e WordPress Nudi (Bo
google index. -
fi/ Noéng nghiép)
http://www[.]cucth PHEF. High  ten Cuc Thu Y
31 [cucthuy.gov.vn uy|[.]gov[.]vn/bin/6 ¥y SharePoint (Bo Nong
R google index. i
2984 Nghiép)
https://vks[.]haugia
ng[.]gov[.]vn/seek/
q=1ink%20JBO%E
3%80%90LOLVN[
JWIN%E3%80%9 |Ung dung cho phép
o 1%20c¢%C3%A1% googlj bot  thuc Vin  phong
vks.haugiang.gov.v [20c%C6%B0%E] |hién dork endpoint ] .
Pl %BB%A?)c;(}:QEJH% nhgn va inh e L
Hau Giang

C3%AANn%20minh
%20huy%E1%BB
%81n%20tho%E1
%BA%A11%20%E
3%80%911ink%20J
BO%E3%80%90L

input tir nguoi dung
{(content injection)
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OLVNI[.]WIN%E3
%80%91%20c%C3
%A1%20c%C6%B
0%E1%BB%A3c¢%
201i%C3%AANn%?2
Ominh%20huy%E1
%BB%81n%20tho
%E1%BA%A11%2
0%E3%80%91mm
21277081
i/t S¢ théng tin
” ps: u);El,]q/ualZ%[s' Phit hién trén va truyén
3 tuyenquang.gov.vn ||gov|[.]vn/bin/w plaiinilbs, théng Tuyén
214/
Quang
Trung tam
http:// iang[.]h wong gt
_ _ p://camgiang]. " A . . : b
: Phat h t . thong tin va
T e el e/ 00 il . B
.gov.vn google index. Truyén thong
vn/50484105/ ; =,
tinh Hai
Duong
Trung tam
, ) Cong  nghé
ialoc.haiduong.go g stalocl. | aidy Phat  hién  trén thong tin va
35 [B1HO% &89 1 ong[ . Jeov[.Jvi/app e IIS/ASP.NET | % "
v.vn google index. [ruyén thong
MZrokvVn[.]html , i
tinh Hai
Duong
Phat  hién  trén
google index. Trung  tdm
Tén tai 16 hon Cong  nghé
_ , http://kimthanh[.]ha| n. ' g . > ; & :
“|kimthanh.haiduong. |, SQLi thong tin va
36 iduong[.]gov[.]vn/g htto://kimthanh hai [IS/ASP.NET Travén i
SOVNE ames/VXNTWA/ |, - : d

duong.gov.vn/Tim
KiemHoiDap.aspx
(Ma sb PAKN)

tinh Hai

Duong
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Trung  tam
http://thanhha[.Jhai Cong: ngfh
, ttp://thanhhal. |hai ; " . ' ] !
: : Phat  hién  trén thong tin va
g7 [CARBEBAOUEE e Moo T [ e [1S/ASP.NET &
ov.vn google index. Truyén thong
n/8760715/ : 2
tinh Hai
Duong
Trung  tam
http://vanban[.]vpu Coéng  nghé
% vanban.vpubnd.hai |[bnd[.]haiduong[.]go[Phat 'hién trén [1S/ASP NET thén% tinnviz
duong.gov.vn v[.]Jvn/vnKMxUVS][ |google index. Truyén thong
.Jhtml tinh Hai
Duong
Trung tam
http://namsach|.]hai Cong  nghé
25 namsach.haiduong. duo.ng[.]gnv[.]vn/an Phat -hién trén [IS/ASP NET thén% tin Avé
gov.vn droid/6408053[.]as |google index. Truyén thong
px tinh Hai
Duong
http://tuky[.]haiduo Trung tam
ng[.]gov[.]vn/news| Cong  nghé
£ tuky.haiduong.gov. |.]Jaspx?/hi%E1%BB |Phat 'hién trén [1S/ASP NET thén% linnvé
vn %87u%20%E1%B |google index. Truyén thong
B%A9ng%20tik%2 tinh Hai
0tok947173 Duong
http://hoanhson[.]ki |Phat ~ hi¢n  trén
nhmon|.]haiduong|. |google index.
Jgov[.]Jvn/FNews/in [Mdy chi bi cheén Trung tam
dex[.]Jaspx?/game% |cac trang ddc hai. Cong  nghé
1 ho-anhson.kinhmon. 20b%C3%A0i%20 Tén-tai 16 héngns St thénf:,: tin va
haiduong.gov.vn  [%C4%91%E1%BB |SQLi Truyén thong
%951%20th%C6% |http://hoanhson.kin tinh Hai
B0%E1%BB%9Fn |hmon.haiduong.gov Duong
£%20sum|.]vn4849 |.vn/ManagerDocs.a
41 SpX
42 longshiong ninbgid h‘ftp://.hongphO?g[.] Phat  hién | trénfyyg/ ASP NET Tr"\ung tén}
ninhgiang|.]haiduo [google index. Cong  nghé
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ng.haiduong.gov.vn

ng[.]gov[.]vn/bet/in

May chu bi chen

thong tin va

dex[.]aspx?/b%C3 |cdc trang ddc hai. Truyén thong
%A10%20m%E1% |Ton tai 16 hdng tinh Hai
BB%9B1%20%C4 [SQLi Duong
%91%C3%A0%20 |http://hongphong.ni
n%E1%BA%B5ng |nhgiang.haiduong.g
402525 ov.vn/ManagerDoc
s.aspx
Trung  tam
235; { t]iffgﬁzgl]g?fg Phat  hién  trén Cong  nghe
13 thanhan.thanhha.hai ov[.]v/FNews/inde google index. [IS/ASP.NET théng tin va
duong.gov.vn [ Jaspro/son814] Mady chu bi chen Truyén thong
cac trang doc hai. tinh Hai
e Duong
http://tucuong].]tha Trung  Am
?Z?:??gi??ﬁ;’;’s‘ﬁ[ Phat hién trén Cong  nght
14 tucuong.thanhmien. ndex[.Jaspx?/d%C3 google index. [IS/ASP NET thf‘mg‘ tin va
haiduong.gov.vn % A2n%D0t%E 1% May chu bi chén Truyén thong
cac trang dgc hai. tinh Hai
BB%99¢%20khmer Dific
631671
http://lethuy[.]gov][. Phat hien  trén UBND huyén
45 |lethuy.gov.vn Jvn/android/395243 = IIS/ASP.NET [L¢ Thuy, tinh
O Tspx google index. Quing Binh
; https://skhen[.]binh | | - - S KHCN
46 ilfff;“‘b‘“hphuoc‘go phuoe[.Jeov[ Jva/zo Zgzlgle 1:;: WM ASPNET  |tinh  Binh
p/PQzIgnE[.]html Phudc
https://vksnd[.]giala
i[.]gov[.]vn/seek/?q U'ng dung cho phép
=link+v%C3%A00 google bot thyc - .
. Tkubeth%E2%9A Jhian dork endpoint , Vign . Klefn
47 |vksnd.gialai.gov.vn [0, A | GG7[.Jme%E2 nh.ﬁn o gp xaNukewet s:&t nhlan c?an
WIAHAL+HCANS input tir ngudi dung PR
0%C4%82NG+K%

C3%9D+H%E1%B
B%981+VI%C3%3

(content injection)
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AN+M%E1%BB%
9AI+T%E1%BA%
B6NG+TH%C6%A
F%E1%BB%9ENG
+NGA

Van  phong
43 svhttdl.kontum.gov. Ef;p[/]/;;[il;t]dif]izzi Phat .hién trén [1S/ASP NET Uﬂy b:im Nhan
vn : google index. dan tinh Kon
01d/5362339].]aspx
Tum
https://vkshuel.]gov
[.]Jvn/seek/?q=soi+c
%C3%A2u+kubet+
%E2%9A%BDGG
x2[.Jcom%E2%9A |Ung dung cho phép
%BD+%C4%90% |google bot thuc Vién  Kiém
45 Wieshine govvi C4%82NG+K%C3 |hién dork endpoint Nieeiat Sat Nhan Dan
%9D+H%E1%BB |nhdn va énh xa tinh Thtra
%98I+VI%C3%8A [input tir nguoi ding Thién Hué
N+M%E1%BB%9 |(content injection)
AI+T%E1%BA%B
6NG+TH%C6%AF
%E1%BB%I9ENG+
NG
Trung tam
http://xatinhthoi[.]Jt |[Phat  hién  trén Cong nghé
50 xatinhthoi.tpcaolan [pcaolanh[.]dongtha |[google index. Thﬁng tin va
h.dongthap.gov.vn |p[.]gov[.]vn/grcode [May cha bi chén Truyén thong
/ cac trang doc hai. tinh Dong
Théap
http://techport[.]bin )
: : b . Sé KHCN
techport.binhphuoc. |hphuoc|.]gov[.]Jvn/d|Phat  hién  trén .
51 ) [IS/ASP.NET [tinh Binh
gov.vn own/7294085[.]asp |google index. Plitise

X
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http://cuchi[.]hochi

e Tea0l B Phat hién  trén S& Thong Tin
cuchi.hochiminhcit | ty‘. SOV google index. , va Truyén
52 /Lists/Hoi_Dap DB Kha . hé SharePoint Tha
y.gov.vn IDigpForlasp] ong FO co ché ong
D=12597 duy¢t bai TPHCM
http://quan5[.]hochi
minhcity[.]gov[.]vn
/Lists/Lienhe DB
new/Attachments/5
91/SBOBET%20% Phat  hié o
& ién ré
F0%9F %8E%96% e S e o !
EFY%B8%8F%20Li google index. S& Thong T‘m
. B 5 i Khe 5 h . ; Truva
53 quan5.hochiminhcit nk%20VIPY%20V% [ ong glfn . e_ml SharePoit vah ruyén
y.gov.vn C3%A00%20Nh% dinh dang tép tin tai Thoéng
C3%A0%20C%C3 cac chuc nang cho TPHCM
. phép upload
%A11%20SBOBET
%20M%E1%BB%
9Bi1%20Nh%E1%B
A%AS5t%202022[.]
pdf
http://www[.]nhabe
[.]l’lOChll]lII"th-lty[.]. Phit hien  trén
gov[.]vn/Lists/SPLi : i .
sthoidap/Attachmen google Index. S07Thong T‘l =
nhabe.hochiminhcit . Khoéng giéi  han : va Truyén
54 ts/3547/Soikeobong| .. .. ./SharePoint .
y.gov.vn da4h-Soi-keo- dinh dang tép tin tai Thong
Bc Da-24h-Mor cac chirc nang cho TPHCM
ong-Da-24h-Moi- | |
— phép upload
Nay[.]pdf
http://ubmttqvn[.]q |
uangtri[.]gov|[.]vn/s Ung dung cho phép
eek/?2q=Gem+Dan-+|google  bot  thuc Nk i 4
55 ubmttqvn.quangtri. |Gian+Viet+Nam% [hién dork endpothukeviet quéc i éinh
gov.vn E3%80%90Sao+Ch|nhan va danh xa Guing Tri

%C3%A9p_Sodob
6[.]Jph Truy+c%El

%BA%ADp+Tt%E

input tir nguoi dung
(content injection)
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1%BA%A3i+Nghi
%E1%BB%87

56

ipa.quangtri.gov.vn

https://ipa[.]quangtr
i[.]Jgov[.]vn/vi/seek/
?7q=KUBET+%7C+
KU+CASINO+-

+Nh%C3%A0+C%
C3%A1i+%C4%90
%E1%BA%B3ng+
C%E1%BA%A5p+

Ung dung cho phép
bot
hién dork endpoint

google thuc

nhan va 4nh xa
input tr ngudi dung

Nukeviet

Xdc tién dau
tu tinh Quang
Tri

S%E1%BB%91+1 el
1% C2%BB+KU+B (content injection)
ET+%E3%80%90
M%E1%BB%9F+L
ink%E2%88%B6
ntips:tikchenbackanl s jimg iyt S¢  KHCN
57 |[khenbackan.gov.vn |.]Jgov|[.]vn/55845/19 Nay Laravel i ’
37789[.html google index. tinh Bac Kan
dostkhanhhoa.gov.v ttpsy/adsthanhilioa Phat  hién  trén \sz‘(: Khoacl;i’:
58 k [.]gov[.]vn/ios/9705 Lol ind'e*{ [IS/ASP.NET Ngh¢ tin;1
9132[.]html e i i
Khanh Hoa
http://congan[.]qua
ngtri[.]gov[.]vn/vi/s
eek/?q=Dk8+- Ung dung cho phép
+Dk8&+Casinot+Uy+[google bot thuc
: G % ; Van  phong
= congan.quangtri.go [T%C3%ADn+%E3 |hién dork endpoint Nifewict UBND  Tinh
v.vn %80%90Copy_Vb6|nhan va éanh xa .
Quang Tri

8[.]Jpro M%E1%B
B%9F+Website+N

input tr nguoi dung
(content injection)

h%E1%BA%ADn+
Free
Phat  hi¢ 3 N L
e hitp:Abusien]Einhl 0 D | e Vién Kinh té
thuvien.kinhtexayd google ifidex. -
o0 ung.gov.vn texaydung([.]gov[.]v Khé sih IIS/ASP.NET | Xdy dung -
n/muvoEqIWEkS[] [ e &0 han Bé Xay dung

dinh dang tép tin tai
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aspx

cac chtrc nang cho
phép upload

http://kinhtexaydun

Phat hién trén
google index.

Vién Kinh té

kinht dung.gov. Kho i9i h
g1 [ CXAYAUNE-BOV- | o v Jvn/iosMK | o B BN e ASPNET [Xay dung -
vn dinh dang tép tin tai St o
uRywde[.]html , e B§ Xéy dung
cac chirc nang cho
phép upload
Phat hién trén
.. ] gttp://tt[.]klnhtez;iy élo?gle 1‘n'c_lilx. Vién Kinh té
62 tt.kinhtexaydung.go ung[.]g?v[.]vn 0 ' ong glin -an |IS/ASPNET [Xay dung -
v.vn wnVKsdiQaA[.]asp |dinh dang tép tin tai R
. : B§ Xay dung
X cac chtrc nang cho
phép upload
https://btgep|.]gov].
Jvn/search?q=link%
20va0%?20kubet%?2
0%E2%9A%A1GG
7[.Jme%E2%9A%
A1%20%C4%90% | ..,
Ung d cho phé
C4%82NG%20K% | & NS IO PAEP
google bot thuc
C3%9D%20H%E]1 |, ; o
63 |btgep.gov.vn v4BBY%98I%20VIos| e dork endpoint) by Ban Ton gido
ECP-£OV- nhdn va éanh xa Chinh phu
C3%8AN%20M% |. .
input tir n
Ak (cEnterllt if’ ection) g
T%E1%BA%B6N !
G%20TH%C6%AF
%E1%BB%9ENG
%20NGAY %20800
K%20link%20vao
%20kubet
https://vinhhung. ]t Vén  phong
: ) ps://vinhhung]|. , . . ) .
hhung.th Phat h tré Uy ban Nh
gy [ORmOnBthuathieny | ool Jaov], | . M SR ep NET Mol

hue.gov.vn

Jvn/2022nPCgfA/

google index.

dan tinh Thura
Thién Hué
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https://ioc].Jthuathi Vo L
://ioc[.]thuathi . X - P
ioc.thuathienhue.go R Phat hién trén Uy ban Nhan
65 enhuel.]|gov|[.]vn/ga AL = if
v.vn google index. dan tinh Thura
me667172/ i £
Thién Hue
h Van  phong
https://cdc|.]thuath . 5 . .
cdc.thuathienhue.go P:a0g T ,lPhét hién  trén Uy ban Nhan
Ll H Simel eyl It o ole index dan tinh Thira
sLStTtuF/ e = %
Thién Hué
Phét  hi¢ tré
http://longkhanh[.]d Ozglc ot _dre“
; L] g - index.
ongnail.]gov[.]vn/L B0 phe truy ol
ists/LienHe/DispFo Eing ki di xelm S& Thong tin
longkhanh.dongnai. rm[.]aspx?1D=2026 | , & . - y . va 'l"ruyén
67 cac form lién hé|SharePoint l
gov.vn &ContentTypeld=0 Chittp/lotgkhanh & thong tinh
x0100D1656DC04 Ong‘;'ai o X100 Pdng Nai
2B06D4BI9CI4EB5|,_~ =
20A528C8C ;Lm)nHe/A]lItems.a
SpX
: Phat  hi¢ tré
http://ddbgh[.Jdong | e en
: . |google index.
nai[.]gov|.]vn/Lists/ B bty ot
HisCounter/DispFo Song Khini déy xel11}1) So Thoéng tin
ddbgh.dongnai.gov. [rm[.]aspx?ID=1648 | ~ ‘e . : va Truyén
68 cac form lién hé|SharePoint
vn 56&ContentTypeld tip:/ ot eehaih dl thong tinh
=0x01003AC3E9B ong‘; -] gofm W Pbng Nai
31087484C90C650 | > ="
786 A0B5952 /LienHe/Allltems.a
SpX)
http://sct[.|dongnai[ |phat hién  trén
Jgov[.Jvn/Lists/His |google index.
Counter/DispForm([ |Cho phép truy cap S¢ Thong tin
. ?ID=495595 |co i a8 ; g
69 |sct.dongnai.gov.vn I ) . cong khai d_e XeM|SharePoint vaﬂ Tm}jen
&ContentTypeld=0 |c4c  form lién heé thong tinh
x01003AC3EIB31 ((http://longkhanh.d Pong Nai
087484C90C65078

6A0B5952

ongnai.gov.vn/Lists
/LienHe/Allltems.a
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spx)
https://kontum[.]go V3 he
v[.Jvn/Content/Upl Phat  hié - fJanb pNzr:g
a n
70 [kontum.gov.vn  |0ad/202210210429 S i ASpINET | T
google index. dan tinh Kon
10-NBET- T
um
httpsnbet88tv[.]pdf
https:// tri[.]k
ps. quantri[.]kon Vin  phong
tr kontum.gav [ PR LIEVEIVIWCON oy oen e Uy ban Nha
uantri. : a hién an Nhéan
71| M-8V o/ Upload/202208 e Mes/AsPNET | O
vn google index. dan tinh Kon
03113730- Tum
u
st666[. [pdf
Tap chi
3 htravietn|Phat i¢ ré Thanh t
72 |thanhtravietnam.vn hitgsouinhieaiiem Bt ,hlgn el IIS/ASP.NET e g
am[.]vn/ google index. (Thanh tra
Chinh phu)
Pha hig (ra
hatl ién . dren Gue: Bio: iy
ndex. : "
https:/nkt[.Jbtxh[.] (5o 0 . . Xa hoi - Bo
[on tai 10 hong ; .
73 |nkt.btxh.gov.vn gov[.]vn/xoso/CeP RCE ASP.NET Lao dong
UfUTE]. Th binh
TELIRtmL e erik Web.ULDi e I
va Xa hoi
alogHandler.axd
http://caf].]vass|.]g
ov[.]Jvn/noidung/hoi|{Cho phép truy cap Vién Han lam
74 |caf.vass.gov.vn dap/Lists/DanhSach|cong khai dé xem|SharePoint khoa hoc xa
CauHoi/DispForm[.|cac form hoi dap héi Viét Nam
Jaspx?ID=8553
https:/svhttdlqua 5% AL L,
svhttdlquangtri.gov. .p — -qu s Phat  hién  trén Thé thao va
75 tri[.]Jgov[.]vn/ios/67 ) ] ,
vn 61189 Jas google index. Du lich tinh
AR Quang Tri
| http:/fduongxa[.]gia ’ -~ A Céng dino
duongxa.gialam.ha [lam[.]hanoi[.]gov[.]|Phat  hién  trén . i N .
76| . P _ Liferay [tiép dién tr
noi.gov.vn vn/web/sp666vip/sp|google index.

666-gioi-thieu

Ha No6i
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http://skhen[. Jkontu Van  phong
. skhen.kontum.gov. [m[.]Jgov[.Jvn/?vn/2 |Phdt  hién  trén PHP Uy ban Nhén
vn 022-07- google index. dan tinh Kon
24856545[.]Jhtml Tum

Phat hién trén s

. Vién
google index. Khoa hoc Té
28 T http://isos[.Jgov[.]v [Tén tai 16 hdng|Dotnetnuke, hroa QCNh‘
RAEARK n/app/2850713/  |Telerik: CVE-2017-[IS/ASP.NET [0 ™
Nudc- Bo Noi

11317, CVE-2019-
18935

Vu
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