UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
TINH NGHE AN Doc 1ap - Tu do - Hanh phuc

Sb: 7302 /UBND-KSTT Nghé An, ngay 25 thang 7 nam 2025
V/v dam bao an ninh mang H¢ thong
thong tin giai quyet TTHC tinh

Kinh guri:
- Giam dbc cac S&, Thi truong céc ban, nganh cap tinh;
- Giam dbc Trung tdm Phuc vu hanh chinh cong tinh;
- Chu tich UBND céc xa, phuong.

UBND tinh nhin dugc Cong van s 3243/CAT-PA05 ngay 22/7/2025 cua
Cong an tinh vé viéc dam bao an ninh mang Hé théng thong tin giai quyét thu tuc
hanh chinh tinh (C6 ban sao Céng vin sé 3243/CAT-PAOS giri kém theo). Trén
co s dé xuat ciia Cong an tinh va dé khac phuc nhimg nguy co mét an ninh an
toan thong tin Hé thng thong tin giai quyét tha tuc hanh chinh tinh, Cha tich
UBND tinh yéu cau Giam dbc cac So, Thil truéng cac ban, nganh cip tinh;
Giam dbc Trung tam Phuc vu hanh chinh cong tinh; Chu tich UBND cac xa,
phuong chi dao cac co quan, don vi, can bd, cong churc, vién chuc co6 lién quan
khic phuc céc ton tai, han ché trong viéc dam bao an ninh, an toan Hé thong
thong tin giai quyét thu tuc hanh chinh tinh (goi tat 1a Hé théng) va tap trung
trién khai thuc hién cac giai phap sau:

1. Str dung k¥ thuit nim toan quyén mdy tram: bd tri can bd, cong chuc
phu trach cong nghé thong tin nim toan quyén Hé thong, phan cap han ché
quyen su dung d6i véi cac can bo, cong chtrc, vién chuc thuc hi¢n nhiém vuy
tiép, giai quyét va tra két qua giai quyét thu tuc hanh chinh. C6 thé ng dung
mot trong 02 phuong phap: O Trién khai mé hinh Hé thong may tinh khong 6
cing (diskless system) dé quan 1y tip trung (ddy la phirong phdp tot nhdt);®
Thiét 1ap khoa quyén admin, chi cung cap tai khoan user cho cac thanh vién
(trdnh viéc cai ddt va thay doi Hé thong) theo chitc ndng, nhiém vu duoc giao.

2. Hé thong camera an ninh st dung duong mang internet riéng: khong
dung chung mang internet, IP private, khong khai bdo qua dich vy DDNS tranh
16 lot. Trién khai t6i thiéu 03 duong mang: ) Mang internet riéng cho camera an
ninh; @ Mang may tinh két n6i Hé thong thong tin giai quyét thu tuc hanh chinh
tinh (b6 toan b6 Hé thong wifi, chi sir dung mang LAN);® Mang cong cong
phuc vu t chirc, ca nhan.

3. Hé thdng may tinh cong cong phuc vu td chirc, ¢4 nhan tra ctru thong tin,
thuc hién dich vu cong truc tuyén can thiét 1ap lai quyén, khong cai dat tai khoan
admin.
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4. Xay dyng, ban hanh quy dinh, huéng dian va quy ché quan 1y, st dung cu
thé cho may tinh sir dung tiép nhan, giai quyét va tra két qua giai quyét thi tuc
hanh chinh; quy dinh, quy ché vé cong tac dam bao an ninh an toan thong tin
cho Hé théng.

5. Tién hanh x6a mat khau diang nhap Hé théng giai quyét thu tuc hanh
chinh, Hé théng quan 1y vin ban va diéu hanh VNPT - Ioffice trén trinh duyét
Chrome, Coc Céc.....

Yéu cau Giam ddc cac So, Thu tudng cac ban, nganh cap tinh; Giam ddc
Trung tdm Phuc vu hanh chinh cong tinh; Chu tich UBND céac xa, phuong trién
khai thyc hién nghiém tuc./.

Noi nhan: TM. UY BAN NHAN DAN
- Nhur trén; KT. CHU TICH

- Chu tich UBND tinh; 4 ’

- Pho Chu tich UBND tinh (B/c Long);

- Chanh VP UBND tinh; ‘
- Phé CVP UBND tinh (D/c Thién);
- Luu: VT, KSTT (N).
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