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S6: 441 /UBND-CA Thai Hoa, ngay 24 thdang 9 nam 2025
V/v tang cudng cong tac bao dam an toan
thong tin, an ninh mang trén dia ban

Kinh giri:  Trudng cac phong, ban, nganh, doan thé phuong.

Trong thoi gian qua, tinh Nghé An néi chung, phudng Thai Hoa noi riéng d trién
khai diy manh tmg dung cong nghé thong tin (CNTT) x4y dung chinh quyén dién tr, d6
thi thong minh tién toi xay dung chinh quyén s6, kinh té s6, x3 hoi s6 gan véi bao dam
an toan, an ninh mang. Pé dam bao cac hé théng ung dung CNTT hoat dong tbt trén
mang Internet, dam bao an toan, an ninh mang, UBND tinh d4 ban hanh nhiéu vin ban
chi dao; cc co quan chuyén mon da hudng dan, trién khai nhiéu bién phép, giai phap k¥
thuat; dau tu xay dung cac hé thong dam bao an toan thong tin (ATTT) cho Cong thong
tin dién tu, Hé théng thu dién tir cong vu; HE théng giao ban dién tir truc tuyén; Cac h¢
thong phan mém nhu: phan mém quan 1y vin ban va diéu hanh VNPTiOffice; Truc két
ndi lién thong, H¢ théng mot cira dién tir tich hop Céng dich vu cong truc tuyén thué dich
vu cua VNPT duoc dam bao boi hé théng ATTT cua tap doan VNPT, déng thoi da sd
cac co quan quan 1y nha nudc dd budc dau quan tim thyc hién theo cac quy dinh cua
phap luat nham dam bao an toan, an ninh thong tin trong hoat dong tng dung CNTT trén
dia ban tinh vi vay cac hé thong thong tin, cc phan mém ding chung, phan mém chuyén
nganh, phan mém tng dung ndi b tai cac co quan, don vi, dia phuong co ban dugc dam
bdo an toan, an ninh thong tin.

Tuy nhién, thuc té trén dja ban phuong van con tinh trang mot $0 co quan, don vi,
t6 chirc, c4 nhan chua nhan thirc dﬁy du vé cong tac bao dam an toan, an ninh mang, ing
clru sy cd ATTT mang, coi nhe nhi€ém vu bado dam an toan, an ninh mang trong cong tac
quan 1y, didu hanh din dén mot s6 hé thong thong tin khong dam bao an toan thong tin,
c¢6 nguy co bi xAm nhap, tin cong, mat an toan hé thong.

Pé ting cuong cong tac bao dam an toan, an ninh mang, ting cudng kha ning
phong, chdng céc nguy co tin cong mang, bao gdm ca viée tng clru sy ¢d nham phuc
hoi, giam thiéu thiét hai, dua cac hé thong thong tin trd lai hoat dong binh thuong trong
thoi gian sém nhat khi gip su ¢b tn cong mang, UBND phuong yéu ciu cic co quan,
don vi thyc hién nghiém tic cac ndi dung sau:

1. Quan triét nang cao nhan thirc an toan, an ninh mang trong toan hé thong chinh
tr1 va xa hoi. Tiép tuc quan triét théng nhat nhéan thirc dén ting can bg, cong chirc, vién

chire, Iyc luong vil trang chap hanh nghiém cac quy dinh vé dam bao an toan, an ninh
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mang trong hoat dong ing dung CNTT, chuyén d6i s6. Pay manh tuyén truyén, van dong
cac tang 10p nhan dan nim 6 tim quan trong cta viéc bao dam an toan, an ninh mang
va van dong nguoi dan ciing chung tay, gdp stc thuc hién chuyén doi sé trén dia ban
phuong dugc an toan, hi¢u qua.

2. Nghiém tuc trién khai va thuc hién tot cac quy dinh ctia Nha nude vé an toan
thong tin, an ninh mang, trong dé cé cac quy dinh cua Luit An toan thong tin mang nam
2015; Luat An ninh mang nam 2018; Luat Bao v¢é bi mat nha nudc nam 2018; Chi thi sO
14/CT-TTg ngay 25/5/2018 cua Thu tudéng Chinh phu vé nang cao ning lyc phong,
chéng phan mém doc hai; Chi thj s 14/CT-TTg ngay 07/6/2019 ctia Tha tudéng Chinh
phii vé viéc ting cudng bao dam an toan, an ninh mang nham cai thién chi s6 xép hang
ctia Viét Nam; Chi thi s6 18/CT-TTg ngay 13/10/2022 cua Thu tudng Chinh phu vé day
manh trién khai cac hoat dong tng ctru su ¢ ATTT mang Viét Nam va cac van ban chi
dao, huéng dan clia cép trén vé an toan thong tin, an ninh mang; Quy dinh s6 85/QD/TW
ngay 07/10/2022 ctia Ban Bi thu vé viéc can bd, Pang vién thiét 1ap va st dung trang
thong tin dién tir c4 nhan trén internet, mang x4 hoi; Quyét dinh s6 874/QD-BTTTT ngay
17/6/2021 ctia B6 thong tin va truyén théng vé ban hanh B6 quy tic ing xir trén mang
xa hoi.

3. Tang cuong cac bién phap nang cao an toan thong tin, an ninh mang trong toan
hé théng chinh trj ctia phudng.

Céc co quan, don vi xay dung ké hoach, phuong 4n dam bao an toan thong tin, an
ninh mang pht hop va hiéu qua. Bam bao viée str dung céc thiét bi két ndi mang internet
phai duoc kiém dinh dap tGng cac tiéu chuan, quy chuan k¥ thuat theo quy dinh; hudng
dan, dao tao vé an toan, an ninh mang cho can by, cong nhan vién chirc trong don vi nam
10 cach str dung.

B tri can bd phu trach, bo phan chuyén trach CNTT cuia co quan, don vi thuong
xuyén phéi hop kiém tra, ra soat, danh gid mirc 46 dam bao ATTT cho hé théng mang
noi bd (LAN) gdm: May chi, may tram, thiét bi mang, phan ctmg, phan mém hé thong
va cac hé thong thong tin, phan mém tng dung nham danh gia tong thé mic do ATTT
mang, kip thoi phat hién va xtr 1y su cd, 15 héng, ngan chan, boc g& ma doc tn cong vao
hé théng mang.

Trién khai cai diit phan mém chéng virus cho tat ca cac may chi, may tram va thiét
bi di dong trong hé théng mang. St dung co ché phong chdng tan cong, truy nhap tréi
phép vao hé théng mang, tir dong phét hién va loai trir ma doc dugc truyén tai tir thu dién
tu, file dinh kem, tir cac trang web ddc hai trén mang Internet. Thuong xuyén cap nhat
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phién ban mai, ban v4 1i ctia hé diéu hanh, phﬁn mém chéng virus. Kiém soat chit ché
cai dit phan mém trén may cha, may tram, khong cai diat phan mém khong rd ngudn goc
hodc khong c6 ban quyén; cir can bd thuong xuyén theo ddi hoat dong clia cong/trang
thong tin dién tir ciia don vi nham tranh cac cudc tin cong deface gdy anh hudng dén
viéc cung cap thong tin phuc vu nguoi dan va doanh nghiép. Thiét 1ap co ché bao mat
cho mang khong day nhu thay ddi cac tham sd mic dinh cta thiét bi, ma hoa dit liéu, dat
mat khau truy cap & miic an toan cao nhat.

4. Tang cuong kha nang Uing clru an toan, an ninh mang:

B§ phan lam nhi€ém vu an toan, an ninh mang thuc hi¢n theo ding chirc nang,
nhiém vu dugc phan cong. Hang nam phdi hop t6 chire dién tép thuc chién an toan théng
tin, img ctru su c6 khi ¢6 yéu cau nham tip hudn, ning cao ning lyc phong, chong tin
cong mang, dong thoi rit ra bai hoc kinh nghiém va phuong hudng dé dam bao an toan
thong tin trén dia ban phuong.

Céc phong, ban, nganh, doan thé phéi hop chit ché véi Phong Van hoa-xa hoi,
Cong an phudng dé thuc hién giam sat, phong ngira va timg ctru su ¢ an toan thong tin
mang, Cong/Trang thong tin dién tir tai co quan minh.

5. Tang cuong va nang cao hiéu luc, hiéu qua lanh dao, chi dao, quan 1y vé bao
dam an toan, an ninh mang trén dia ban.

Quén triét nguyén tic trudng cic phong, ban, nganh, doan thé, don vi truc tiép
chiu trach nhiém truéc Chu tich UBND phudng néu dé xay ra su ¢ mat an toan, an ninh
mang, 10 lot bi mat Nha nudc trén moi trudng mang tai co quan minh.

Trién khai dong bo cac bién phap ting cudong dam bao thong tin trén moi truong
mang & mdi co quan, don vi trén dia ban phuong.

Moi td chirc, ca nhan quan 1y chat ch€ cac thiét bi ky s0, cac tai khoan, mat khau
duoc cép dé khai thac hé théng thong tin, phﬁn mém nghi¢p vy, dam bao tinh bdo mat &
mirc cao.

Chu dong va ting cuong nim bat, du béo tinh hinh trong cong tac dam bao an
toan, an ninh mang trén dia ban; tuyén truyén, phd bién nang cao nhan thirc, hiéu biét va
k¥ ndng co ban bao dam an toan thong tin qua cac hé thong thong tin co so, cac phuong
tién thong tin dai chiing, truyén thong xa hoi.

Trién khai hiéu qua, kip thoi cac bién phap nghiép vu dé phong ngira, phat hién,
dau tranh, xir Iy nghiém cac hanh vi xAm pham an toan, an ninh thong tin mang trén dia
ban; thuong xuyén phdi hop kiém tra, danh gid mirc 4o dam bao an toan thong tin mang
d6i voi hé théng thong tin theo cap d6 phu hop voi quy dinh ciia phap luat.
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6. Khong tao, sao chép, Iuu trit co sd dit li€u, tai liéu c6 chira thong tin thudc pham
vi Bi mat Nha nwéc trén may tinh c6 két ndi mang Internet, mang noi bo. Kiém tra an
toan, an ninh théng tin dbi voi cac thiét bi dién tir, giai phap cong nghé trude khi dua vao
st dung tai cac bg phan trong yéu, co mat; loai bo triét dé thong tin, tai liu khi chuyén
d6i muc dich sir dung cac thiét bi da luu dir liéu, tai lidu c6 chira thong tin thude pham vi
bi mat Nha nudc. Kiém soat viéc stra chita, thay thé trang thiét bi may tinh trong co quan,
don vi nham han ché viéc 16 lot, mét thong tin, dit liéu.

7. Chi két ndi dén cac h¢ théng thong tin, tmg dung ding chung ciia phudng tai
cac co quan, don vi théng qua mang truyén sb liéu chuyén dung cua phudng. Ddi véi cac
phan mém dung chung, phan mém chuyén nganh can bd, cong chiic, vién chirc, nguoi
lao dong duoc cap tai khoan riéng, yéu cau thudng xuyén thay doi mat khau truy cap.
Khi trao ddi thong tin phuc vu céng viéc Nha nude, yéu cau sir dung hé théng thu dién
tir cong vu dung chung cua phuong, ciia nganh, khong st dung thu dién tr thuong mai,
thu dién tir cong cong.

8. Thuong xuyén ra soat, thuc hién nang cip, chuan hoa ha tang ky thuat CNTT,
an toan, an ninh mang. Nghiém tic thuc hién khac phuc kip thoi cac 16 héng, diém yéu
theo canh bao clia co quan chirc ning; chu dong theo ddi, phat hién sém cc nguy co mat
an toan, an ninh mang dé kip thoi xtr 1y, khic phuc. C6 bién phap kiém soat nguy co mat
ATTT mang gy ra bai bén thir ba va cac chudi cung tmg cong nghé thong tin va truyén
thong.

Nhéan dugc cong van nay dé nghi cac co quan, don vi t6 chure thue hién nghiém
tc cac ndi dung trén, thuong xuyén bao cdo tinh hinh, két qua thuc hién vé UBND
phuong (qua Cong an phuong) dé theo ddi, hudng dan va chi dao./.

Noi nhgn: TM. UY BAN NHAN DAN
- Nhu trén (d€ thue hién); CHU TICH
- Cac PCT UBND phuong (dé p/h chi dao); ] ’

- Luu: VT, CAP.

Hoang Nghia Thai
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